Library Technologies_l:

Computer, Internet, Database, Networking

DATA COMMUNICATION AND COMPUTER
NETWORK

www.tutorialspoint.com— 2015



http://www.tutorialspoint.com-/

1. OVERVIEW

Classification of Computer Networks
Geographical Span
Inter—Connectivity

Administration

Network Architecture

Network Applications

2. TYPES OF COMPUTER NETWORKS

Personal Area Network
Local Area Network
Metropolitan Area Network
Wide Area Network

Internetwork

3. NETWORK LAN TECHNOLOGIES

Ethernet
Fast-Ethernet
Giga—Ethernet
Virtual LAN

4. COMPUTER NETWORK TOPOLOGIES

Point—-to—Point

Contents



Bus Topology
Star Topology
Ring Topology
Mesh Topology
Tree Topology
Daisy Chain
Hybrid Topology

5. COMPUTER NETWORK MODEL

Layered Tasks

OSI Model

Internet Model

6. COMPUTER NETWORK SECURITY

Secret Key Encryption

Public Key Encryption

Message Digest



7. PHYSICAL LAYER INTRODUCTION

Signals

Transmission Impairment
Transmission Media
Channel Capacity
Multiplexing

Switching

8. DIGITAL TRANSMISSION

Digital-to—Digital Conversion
Line Coding

Unipolar Encoding

Polar Encoding

Bipolar Encoding

Block Coding
Analog—to-Digital Conversion
Sampling

Quantization

Encoding

Transmission Modes

9. ANALOG TRANSMISSION
Digital-to—Analog Conversion

Analog—to—Analog Conversion



10. TRANSMISSION MEDIA

Magnetic Media
Twisted Pair Cable
Coaxial Cable
Power Lines

Fiber Optics

11. WIRELESS TRANSMISSION

Radio Transmission
Microwave Transmission
Infrared Transmission

Light Transmission

12. MULTIPLEXING

Frequency Division Multiplexing
Time Division Multiplexing
Wavelength Division Multiplexing

Code Division Multiplexing

13. SWITCHING

Circuit Switching
Message Switching

Packet Switching



14. DATA LINK LAYER INTRODUCTION

Functionality of Data-link Layer

15. ERROR DETECTION AND CORRECTION

Types of Errors

Error Detection

Error Correction

16. DATA LINK CONTROL AND PROTOCOLS

Flow Control

Error Control

17. NETWORK LAYER INTRODUCTION

Layer—3 Functionalities

Network Layer Features

18. NETWORK ADDRESSING



19. NETWORK ROUTING

Unicast routing

Broadcast routing

Multicast Routing

Anycast Routing

Unicast Routing Protocols
Multicast Routing Protocols

Routing Algorithms

20. INTERNETWORKING

Tunneling

Packet Fragmentation

21. NETWORK LAYER PROTOCOLS

Address Resolution Protocol (ARP)

Internet Control Message Protocol (ICMP)

Internet Protocol Version 4 (IPv4)

Internet Protocol Version 6 (IPv6)

22. TRANSPORT LAYER INTRODUCTION

Functions

End-to—End Communication



23. TRANSMISSION CONTROL PROTOCOL

Features

Header

Addressing

Connection Management
Bandwidth Management

Error Control and Flow Control
Multiplexing

Congestion Control

Timer Management

Crash Recovery

24. USER DATAGRAM PROTOCOL
Requirement of UDP
Features

UDP Header
UDP application

25. APPLICATION LAYER INTRODUCTION

26. CLIENT-SERVER MODEL

Communication



27. APPLICATION

PROTOCOLS

Domain Name System

Simple Mail Transfer Protocol

File Transfer Protocol

Post Office Protocol (POP)

Hyper Text Transfer Protocol (HTTP)

28. NETWORK SERVICES

Directory Services
File Services
Communication Services

Application Services



1. OVERVIEW

Fol A=

[9)

Classification of Computer Networks

Aol 841 thA o] o]
A

il

g 7H4 8as

ke
| SN

3

7&/\

. Geographical span A|2]4 H¥
. Inter—connectivity 243

. Administration <3
. Architecture T+
>Geographical Span

il
ol
o))
(NIl

op

ol

=2

-

s

WA el gloiA
F b4 mEQl pHe R et

."

LI

1
s

T

ik

>Inter—Connectivity

uj
ad



>Administration
7L PgAA De st
2o Er omad o
Fsstd ae 8

>Network Architecture

Ade 79 Fxo ugbA, Client—Server, peer—to—peer or hybrid ¢ o] thekst
THZ TEE 5

go :
2] #H 2~ Agetr] flete] AWl @ gtk Aul= SHolAdE thile] 123t
YALES Wrobx A2 gt
. el Al2=®"l2 Point—to—Point B+ back—to—back fashion &2 4= 4 Qlt}. o] F
A28 BEE 5de ol &5t peers BF &

el AR S 7] B Yl FFRE ESHShs Sto|lB =g Ylo] & 4 Q)

CAMEA FEeE s olabe] A

Network Applications

AHFH Azw FREE st Ue @45 Sskel Adsolok gk ol REe
Ao e

L IRE S ATV A2 A

AT FTP & AHEste] AHE wd

ol RIS AMRI O RN HRE T

. 9E5H0 A HolAE ALEFgorA TE AlEe] AT wF
LIP3

He 39

=



ok

N

v

Wil
>

ot
=2

iy
34

>

ol

N

A



2. TYPES OF COMPUTER NETWORKS
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Metro Area Network
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3. NETWORK LAN TECHNOLOGIES
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4. COMPUTER NETWORK TOPOLOGIES
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Star Topology
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. Layer—1 device such as hub or repeater
. Layer—2 device such as switch or bridge

. Layer—3 device such as router or gateway
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5. COMPUTER NETWORK MODEL
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OSI Model
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Transport Layer:
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Network Layer:
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Internet Model
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Transport Layer:
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6. COMPUTER NETWORK SECURITY
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7. PHYSICAL LAYER INTRODUCTION
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N

Signals

dolEg7F E8]4 wAIZ25E Hld o, 242 AR A52 HA vpgojof s}, dolH
O AAE Ak g4 e ohdRIelAu txazel dAAy dxdd 5 gk
shdz1sh U eloje] % Ao} otz AEE FAF 5 9tk

>Digital Signals:

HAY Az A2 orbHoir dSd A HAE yekdg. "Ad Az HFH
Al gle] B zo| A ARG-E

> Analog Signals:
ofgE I 4AlEeE AHo] dSH HPo=E Hol glom A&KAQ] AA] o r AT

Transmission Impairment

NEE AR AR W, aRES PAE A9k Aok oS Bedt Be g
A9102 WA/ E Fk:

> Attenuation(Z4]):

FAAZE AAZ dHelHE siAstr] AsiM= 2 AmTE Fwsl AsioR dth Al
AE Fal A w, 2L ofeiA= Aol vk ATt solud AieE e "ok

>Dispersion:

AE7E MAS Ba Awd W, 25 FAAAY EoAE Aol Atk W) FFe
AR Foao] W 24w



>Delay distortion:

A= AR AR Hret FeE ujA kel Bzt wd Alse] &w9f Fukgvt
By x =, 1 /\] = 0loje] wialo g EXJ;qoﬂ wogst 7lsAo] 9tk fxdg
o] 4, oWl BIESo] ojn] Byl AL Hu} W =gduhd o] AL wj$- X o)

>Noise:

ohgmau tAd AlsolM doF waet B OL
AANARRE NFAG w0l 2 ofgo] {3

>Thermal Noise:
e wol2E FWAZ 5 Ui ARAS = Bk oW FEAA, ol T o] 2E

S@ S g,

>Intermodu1ation(2f-—‘74"}|“9] HTHZX):

Fol FApE @ WA FHE W, olzE zke] o] WA wol=E WAL,
KA I T - T
b d¥g FeAY Fges oAbl ewe Awed wutd, o daw
WS Fohrl UE B dgE g F 9l

==

>Crosstalk(&41):

old FR°] wol=e o Aert WA 5
OE A Al e 71A7] wEolth,

>Impulse(Z£73):

o] rolz=g M, Y], A, Ee ERTEY 22 WA Welm ¢lste] gt
HAd dlol iL o] g wo]=of tifto] FEFS W=t}

Transmission Media
T AFH Al&E 7 AHRE BT A AE AS wiAR F29, 5 7HH] FE7E ok




>@Guided Media:

BE EA ¢lojo]/Alo] &S UTP, coaxial cables, and fiber Optics A& % wja]o|t}, o]
Ao A, SR} FAIRE Ao R AdAFEe] S B AHRE AEF(F2)dh

>Unguided Media:

el B IS M v R 2 CTRE S el e g @
Holth, ARE FFo7 GebbA FA7E 23 Qe FavbelA o AR #3795

o]

AN

Channel Capacity

ARAFe] £EE A A TET o Ae UAY Febl A Hely dHolEw
Abete, theah ol Be el weh ARk

. Bandwidth(53}4= 19 =): The physical limitation of underlying media.
714 wiAle] E2A g

. Error—rate: Incorrect reception of information because of noise.
wol =9 felo] M PR Aue] 45

. Encoding: The number of levels used for signaling.

NEGOE AH dANE] WE

Multiplexing

deEgdolst @ miAR Hao) Holy AEYSS Eget] Hulve vIWe wIH o
ZIHAME AEYHES 71 9138k multiplexer (MUX)9} viA=HE HHE
Hrolx] A2 u}% BAAE BEAANAFE de—multiplexer (DMUX)9F 22 AJxEl
Stedols daw gtk

Switching

29 eld ArdomyE AR dAHA @2 HHARZ HlH/ARE  Hus

ATt dEe A3 ddE ARdoriE dolHI wopq a3 AHdl
7 /\

394 JI71R RY=E AsdFd

FU



Packet Switching

Switching

Circuit switching

M7l 29 Fold weso] FAlslyl Aol F e 9 w==7F YoM HE EAl
AP (A7) FEote dEATUACNA YEs AAste WHES #wId A7 full
bandwidth & R A3 EA A AHo] o]FojAx FoF HLS Sx|3ltl AL 1 wEE0]
Zejdo el AvgeAy Ad" AAY A

NA-294 ve] Baa ozt x79 ofdzoa A Mol @
A2 Ba7h oFold W, Asfwrlel gl AAEES e
ASHER T A7) Aol ASAN F4 0L wET

N7 2913 sgPden YESAE Ed d4HE Aoz dHolHE Rud: ﬂ%
2947 dxAelth, A7 29elA, duel ahihe] B4 MM AFae ol
ase Hre AAss FA AMeld wad wze els) FHohmeA, Hﬂ
29104 ATEE Aulad] BE FA wgo] o Folxx g AnE WA

Ay AFUA oA, wAH] 2912 gl one hop = ”ﬂ"]ﬂ%o] dyd dA=
FEX =, i3 29349 HAoddr) ol Y dFAE 23, HES|ALY #usy]
#3le] 1959-1963 3 FoF ZAe] XY o}e] Collins Radio Company oA 7Fd WA w5t}

HAA] 2913 A2 AR SR -29%] e AZ-29F] doly Yo AU
jito] A Q. 7} wAX = SHE Qg H= 413‘:} Zb wA] Aol = o] = A
AH7F EZ3Eo] lom ZF A9A|odA olgt HARE ¢ o dE§HS Fshe
O 2942 dgdn. 9 230 wet, o] wA| X9 “415}7} =3 Hor AP X
2wtk ZF WAAE v 2R AYEE7] del, (RAM o AR <lste] diA=
st=gofe])  AXHEY,  ogdk olfF=E  <Qlste], o]FH& XS 'store—and—forward'

dep7| =8 o
¢ oY FIUt

_I_/

network 21 H2Z7]% 3t} olylde HA|X] A9HS A}LFE= vkl o] Zolt}l T
HIH el AAZ dHoly A= 2, olvdE desksdl gloiMe] dElo)rt
3l 4-Ho),

Packet switching



7 29 H L AR T2 A o] FHE e vWAE Foto] Agd 5
AEsH EHE HAF dHolHE dHHlolgta FE+ AYsk A7]9 EFo=2 dsiA|&
A" U FA wioeltt, g7 29 vle] a 84, S SUAIZIH FES YA
5ok B2 ofEe Ved AMARE THsA S

fZ1& e FHolzem FAHEY. e AHe= v st=gold o8] #jFle] 1A
EAXZ A= A, Ho]REE ofE AN Ego]o] 93| W x o] ALEHT)
7l ~9AL 1960 Aol 1970 d ol 7o Z7]ddl X.259 ARPANET 9|4 ¥y
AREEAT 25 oA JAEHYF tF-Ee] LAN oA A8 74 Jisot. HAs
Holgtar B2 o]f = oA B (AvEAH) o2 s dds Fx0]7] wzolt)
g7 AL dolHa 29 S=E  connectionless packet switching 3 WA A7

~9H o2 4% connection—oriented packet switching &2 &% 7] %= St}

A2 ZREFO o2+% Ethernet, Internet Protocol (IP), and the User Datagram
Protocol (UDP)¢] a1, A4 —-A]34 T2 EF 2= X.25 Frame Relay, Multiprotocol Label
Switching (MPLS), and the Transmission Control Protocol (TCP)7} 21

Connectionless EEZoA, Z+ iAo = A3 FA2ARIE EFHCTE 9 =
MEHeZ g9E Hug I A3 fu2 M2 gE TE2E AFEStal oA =X oF
AadEch, ZF g71e AR F4 ARY F4 FE WHIZF ZAEo rh & a

Lk # d

o] dd WErh 3AE = A olZ2 IFle]
Egol He AdeAde ZaAds wiAAIY. 2y o)L ¥ B2 AR A7 ElnelA
492 gthe

AS ougtt. 1Y E=E SueE g% AA - HaL, o] ARE
power—hungry content—addressable memory |4 HAFE HQ7} 2 Z¥

geFst gB9HE Bt dEE 4 vk FAHes I A]2E2 connection—oriented
system ©| connection set—up 9|4 doF = ANFE BE HAS 9Fte] BHe A5 opnt
shAIRE of F9o] Q2 A e A ARRS 7HA A A Ao A, Hf o]
A A /HolH = A FHE AR SHE SAZ AFAT @k 28922 virtual circuit
or byte stream ©& <& % virtual connection ©] HE F4 Y w==%o| ©x| a
connectionless network layer service 7+-& A&} 2t &, transport layer protocol o 23l %
o]-gatef| Al Al-FH Tt

f
xo
nt

Connection—oriented transmission-= oW #Flo] FAl Fen|g o] +HE flste] A7
ol Zzke] #d wrfo] MAAGAE HQw St HRES T4 AHHOE dF
AE2E ¥gsta o, = XQIE Fho] FAHS Woli AU i o E

AZste] Awt Fih Ans B2 G9EE WAHD, A=Y} 4 ¥ wso
1= 2914 HolRel Fls: 9ld M4 WY Freluw 7 w=m AdHETh of
AEE A9y ZREZE ofZR sloF 179 aPAS SANGES s 32
Selie e RS @k Aus SeuEE F8h5E gES BRAT 5 A A7ES

g9-"H3ts A2 3 HolEd A AF olojtE wE=E slog XANSIES Sl iR
A= g R FEEEE o]t F B9} length, timestamp, or sequence number €}
B GRS WA Edshs avrEd s v


http://en.wikipedia.org/wiki/Connectionless_communication
http://en.wikipedia.org/wiki/Connection-oriented_communication
http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://en.wikipedia.org/wiki/X.25
http://en.wikipedia.org/wiki/Frame_Relay
http://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
http://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
http://en.wikipedia.org/wiki/Transmission_Control_Protocol
http://en.wikipedia.org/wiki/Network_layer

8. DIGITAL TRANSMISSION

diofelyt ¥ = & 7HX] Yoz AAgEc): analog and digital. ZFEOA HoJEE
AHE5H7] $1stol= discrete digital form = E]ojof st} CJo|E{et B]L5HA|, signals EST
analog and digital form oJojo} gttt dlojH S YA|E= HAEsH7] siA, ©A HAE
FEiz 1S HAsHoF gt

Digital-to-Digital Conversion

oA ORI HlolH & YAE Al1EE A7 o s dotEAL. &= 1A ¥l
9lt}: line coding and block coding. 2= EAI0|A] line coding & =4A o| X4t block
Codlng O /\‘]EHK‘]O][J—

>Line Coding

Hxg dlojH & EMIE* Al WEA]7]= AR Line Coding ©]2} ottt AR HloJE &=
2% FEIE Eloj gJoug URA O series of 1sand 0s 02 =AY A EICH
Sender Receiver

----------

Digital Signal

][]

Encoder

Dlgltal Data

Digital Data HEN 1 |
Line Coding
gxg Al1de gx|E golg 2 B discreet signal 2 220, 0]&3F 4 9l 3 J}X]

Z£=09] line coding schemes 7} QJth:



Line Coding

Bipolar

Line Coding

>>Unipolar Encoding

Unipolar encoding schemes = H|o|E|& E35}7] 2J5t9] single voltage level & AM8-SiCt,
o] Z%of, vtolyg| 13 ®IIsH7] 9J5to] high voltage 7} A&EHUT, 02 BHSH] siA
no voltage 7} A&t} o]71& st Unipolar-Non-return-to-zero 2til: F2=0|,

o| S = ojmst 7|Ef 27T Q7] o]t} £, it either represents 1 or 0.

AN
[
-

Amplitude
A

g2 9O 42 0 A G

(1 ]]

Time

UniPolar NRZ Encoding

>>Polar Encoding

Polar encoding scheme 2 binary values & BE335}7] 15t multiple voltage levels & A&t}

Polar encodings o= 4 7}X] £&71 9Jch:



>>>Polar Non Return to Zero (Polar NRZ):

Ol ghs EASH] Yot & 7HX|Q] th& voltage levels & ARE-3tt}. A¥EAl O 2 positive
S 1& 12]3 negative value £ 02 m3sttt o]7l& ®sH NRZ 9], 1 o]&+=

1
gl ojx| 27 EA)sIA ¢47] wgolct.

NRZ scheme o= %= 7}x]7} 9tk NRZ-L and NRZ-I.

,0 1 01 01100 1

sl ] 1 [ .

= I_ _I Time
L0 10 1 01 10 01

3 I

= I Time

Unipolar NRZ

NRZ-L 2 A2 g 8|EZ} b o voltage level & ¥17gst= WHol|, NRZ-1= 15 T Of
voltage 5 WAt}



>>>Return to Zero (RZ):

NRZ o] Zt3 Sl 2Al= *J clot 2AH S AAE S719tEA] e B0l ATt Bl ETL
I S

conclude & 4 {ith= Zlojtt.

0 1 0 1 1

Amplitude

Return-to-Zero

RZ = 3 71A]9] voltage levels 2 AE-3IT}: 1 & B3 35H= positive voltage, 0 & B3 5t= negative
voltage 2]l o} Z&® HSSHA] &= zero voltage. Signals change during bits not between bits.

L.

>>>Manchester:

o] encoding scheme & RZ and NRZ-L 9] ZAgtst Zlo]t}t. Bit time & two halves 2 =T}, o7&
B]E9] 7o) Aeul ThE v]Eet ghd o phase 7 WEIT,

>>>Differential Manchester:

o] encoding scheme-2 RZ and NRZ-I& Z&3t Zio|H, JA] H|E FIto] ASE AT 13 b oot

phase & W73t}

>>Bipolar Encoding

Bipolar encoding -2 three voltage levels & AH8-$tC}: positive, negative, and zero. Zero voltage

binary 0 2, 12]1 1-& positive and negative voltages S altering 0 24 BT},



B
o

i)  —

T

=

fouoxd

= m-

a

£ Time
o€

Block Coding

$AIE data frame 9 A=dS HEASHY] 915t9], redundant bits 7} AMEEHT oF 91,

fs

even-parity 9| A], one parity bit 7} frame even of 9= 1 59| AAto| F7t= T}
wjeba] u]Eo] Yafe] 47} £7}EH. Block Coding ol2} -2t}

Block coding €& mB/nB 22 EJE=0|, o] =2 n > m 9 329 m-bit block ©] n-bit block &

A stct= Zlo]t}. Block coding of= three steps o] QJth:
1. Division

2. Substitution

3. Combination.

block coding 0] 84 Th29]], 272 X&£ 807 o33t =(line coded for transmission)o] =T}

Analog-to-Digital Conversion

=

J2]3 camera + analog videos & F&

o

Microphones 2 analog voice ot olAZ

CAg golg & ®Mastr] s tx|e ¥sto] 1 Qsl).



Analog data & TH=go] A& HloJEfQl Wiwio] fx]22 oj4t HlojEjolnt. opd=d mYS
x| glolg 2 Wgta]7]7] ¢JsiA+= Pulse Code Modulation (PCM)& A}-&-35tofof stct.

PCM 2 71 @A el ¥ &9 stitoln, 371X TAZE ot

(o] RIg
. Sampling

. Quantization

. Encoding.

>Sampling

—

Analog Signal Sampling

The analog signal & 2= 2 & Tinterval & =Sttt AHZ2 oA 7145 £ Q35T
analog signal & A8&5h= H|&0°|t}. Nyquist Theorem of w2}, AE H|&2 A

signal o] %1 ¥lEo] = uj7} Elojof i}

>Quantization

o—: : i
g e g 8% (ra =3
13033

Sampling Quantization




o
7
HU
N

Sampling & A£AQ T A 1E0] o] ibA FEE Alattet o]fl o, i o]t
2 opd= 2 5EAIA HojEt. Quantization 2 U9 5% Zta} 49

Al
ZF Arolo|l A o] =Xt} Quantization -2 instantaneous analog value 9] A}X] o|t}.

>Encoding
o : :
= = =8 %
BERE == =G 11010110 10110100 .. 11010101
Quantization (::> Encoding
Encoding

Transmission Modes

transmission mode A= F ZAFEH Jto] Hlolej7t AEE = Wya A% 1s i}

0s 2%l o]Al o]l %= 7}X] »ea Y&tk Parallel and Serial.



>Parallel Transmission:

E

F .

Hler]|le(H]lo ]2

R
'.-r".'..

Receiver Sender

oj7l H|E+ 1AHE Zolol TFEE RAEo ot AGet ZAH F o Y HlolE 2419
SAMS 7t HPEAlo g AAL o] 9t & AZEEL high order and low order data lines 7H2
Ttk Algs BE elelo] ghvlo] BE YES MUtk 1 olgt g0l doje maele] g
H E <t

AR ¥ E JF(HolE m)e oWl EWith Advantage of
T4ojet Aoju], HAL WaAo e Bl HojEo] 47} 208 & the cost
of wires o] 8]#jtt= Zo]ct.

>Serial Transmission:

serial transmission 9], H{EX $xPA 0 2 ghs| HU Al Serial transmission of| A= ©FX]
g 7ie] sS4l AETro] E e sttt

Receiver Sender

Serial Transmission



Serial transmission & Z7]|Aloju} H|&Z7]|Alo0 2 o]gojXIC},

>Asynchronous Serial Transmission:

o] 50l %dt= ZA ™, timing o] £Q351A] = WAlo|t}. HoJE-H|E= S5t fiES
ZERIAL Qlot, 2jAlwZE AlAME & HlojH HIEF ¢+dH 22 &0 ol& §9.02 25
dlo]&l vFo]Eof prefixed =™, st 7 o]/fQ] 1s 2 &Rl ’I‘éﬂ%i}.

= 7M9] Ad4A data-frames (bytes)9] Ato]of] gap o] £0iZt 4 Qlct.

~
ol
<1

>Synchronous Serial Transmission:

synchronous transmission oA timing & % Q3Ict. qusty AJAtwt & jo]g] H|EES
OlAIGI= AU Z o] EA|5IR] ¢47] wjFo|ct. ojm3t pattern or prefix/suffix method ©]
tt. Data bits = bytes (8-bits) Afo]Q] gap & FXISHA] 94il burst mode = 71-&FCh
burst of data bits = B}o]EQ] £~&5 ;L3I 4 Qlou @ timing o] U] & Qslct

Hio]Eo] Qle= HIEE <QlAlstY Feste A2 AW Z2 QY. synchronous
transmission 9] &AL 3140]|0, it has no overhead of extra header and footer bits as in
asynchronous transmission OJJA|%]3& extra header and footer bits ©of Tjst ojmst

overhead = gith= 7ot}



9. ANALOG TRANSMISSION

opg =1 ujtjol2 HA|E fo|EE HU7| flsl], ofgd =1 A|1'd-5 WgA|Fof it} tolE
ZOig]o) wet & 7FK] Alo] A7} Qi

>Bandpass:

| 50| WY e FotpS et jAA7|=0] AFEE T Bandpass & ZEHE A&

2 9t o] Weolct

ikl

>Low-pass:
Low-pass = low frequencies signals & o As5}= ZEo|ct,

X8 g|o]EZE bandpass analog signal 2 ¥1733F o, digital-to-analog conversion o]z}
B 2r}. low-pass analog signal 2 bandpass analog signal 2 ¥73% @ analog-to-analog

conversion o]z} &

>Digital-to-Analog Conversion

AREQ data & ofd2d oS &0l e HREH=E 22 o, A ofdzd AlAde
HEA| Ao} oIttt Analog signals & HA|E H|o|E S ¥TYst=S H g% ofof ot

analog signal -2 amplitude, frequency, and phase 2 FAEH, of7|of&= 3 £E.9]

digital-to-analog conversions o] )t}

>>Amplitude Shift Keying:

o] conversion technique °f|A], the amplitude of analog carrier signal ©] ©]%l Tjo]E{ o]
AL 7AES WAL,

LIS



Amplitude
Y

Amplitude Shift Keying

binary data 7} digit 1 2 UEPE @, the amplitude 7} S-X| ] X|gt,
A7 €t} frequency and phase ¥% tf %] %9 carrier signal I} o] §X l%q

>>Frequency Shift Keying:

o] conversion technique 9|4, the frequency of the analog carrier signal -2 binary
data o] ¥&= 7|X| =5 HHH.

Amplitude
|

1Vl | Time

Frequency Shift Keying



o] 71HoAL & 71X Z=np4Ql fl and f2 o] AFREIC) o2 Sof, o]HAE %9 59l f1 -2
binary digit 1 & E&st7] 9jste] Meign], U}oj&] sF}= binary digit 0 2 ®alsl7] 9]shc]
AF8-=IT} amplitude and phase of the carrier wave & U 9433 XA

>>Phase Shift Keying:

o] conversion scheme 0f|A], the phase of the original carrier signal 2 ©|%l tjo]E]9|
FF= 7X]7] Yot PG =

Amplitude

Phase Shift Keying

A binary symbol € @ m©f, the phase of the signal ©] ¥PFAT}. Amplitude and frequency
of the original carrier signal & ¥3d& SA|stc}.

Quadrature Phase Shift Keying:

QPSK = ¢F ®iof] &= 7119 o3l HAES ¥IYsteS phase & W4Tt O|Z2 F 7HA] A=

2 phase oAl o]Fo]XIt}t. The main stream of binary data = two sub-streams of A
=U5HA YU o] XIct. serial data 7} both sub-streams oA ¥3Al o2 HtE] t}20] each
stream = NRZ technique & At&ato] Tx|e A 1@ WSt} 1 $o], £ digital signals
o] N2 FgdH.



>Analog-to-Analog Conversion

Analog signals

analog data 2 E#s}7] 9lsto] WZE|ojof 3tc}. o]2iat conversion
Analog Modulation o]2t Y2t} Analog modulation -2 bandpass &
Analog to analog conversion 2 3 7}A] #l¥H o g o|Zo{X|th

8 o e

Analog Modulation

Amplitude Modulation Frequency Modulation w

Analog Modulation

>>Amplitude Modulation

O\_E’}

o] modulation o|A], the amplitude of the carrier signal -2 analog data o] 4

Analogs Data

—

Carrier Wave

| {
\ / \ v"
\/ \/ ./ \
AWLWA

| /\ AN AN AN AN
O\ Y NN XTI\

Amplitude Modulation

Amplitude modulation 2

L

multiplier of] 2ls]] ASH=IC}. amplitude of modulating
(analog data)= amplitude of carrier frequency o 2]af
71R1t}. frequency and phase of carrier signal

signal
T]of, analog data of] T3
+ wishA] eherh,



>>Frequency Modulation:

o] modulation technique °f|A], the frequency of the carrier signal -2 the voltage levels of
the modulating signal (analog data)?] ¥3}S vtdste = H7G =t

/—\ Analog Data

Carrier Wave

Frequency Modulation
2 N N\

Frequency Modulation

The amplitude and phase of the carrier signal &= ®5}X| +=r}.

>>Phase Modulation:

o] modulation technique ©f|4], the phase of carrier signal 2 voltage (amplitude) of
analog data signal o] W e}S ¥rgstr] ¢fstof ¥ E ofof girt.



\ Analog Data

Carrier Wave
~ ™

Phase Modulation

—
I\\/" ‘\\/"

Phase Modulation

Phase modulation & AXjA © 2 Frequency Modulation ¥} H]£5}A]9F Phase modulation
frequency of the carrier signal = Z7}51X] &=t} Frequency of carrier signal 2 the

amplitude of modulating signal 9| 4] voltage ¥3}= 81517 95t ¥ 7d(made dense and
sparse) =},



10. TRANSMISSION MEDIA

The transmission media = ZAYl £Alo| o]F0]X|= ©X| physical media ©|C}.

Magnetic Media

HolHE A&shs 7Hg " g §9 st dlo] ZAs] dol= A%

Agstel s AHolMolA T2 oz FejMoz Fgshe Jlolch 140

ool %
o 95 YA = PAjole} stefets, ojele] 787} 2 W, of Y
o

AU A
oAIE At
izt Akt dolHE FgstHA, Al2jdos He] "Ho|jq Qe
Aopl wmso=m e oy & ook 23olA cfgage)
Al ¢4t} WAN links & 1

my 1E ol =2
fo 2 P np

op-

ell]

K}

rr

>,\l

rlo

intal

o|&d 74Lof, data backup ©] magnetic tapes or magnetic discs o] AA=E 29,
AAX A 2] o=z v}

Twisted Pair Cable

A twisted pair cable & %= 7j9] malAElog 7 =X0&2 glo] 9lon, = Ji7} HOJA]
sto] FEIE ol At o] & A FE, A sturt AR Al2ES ASsha
UMA]+= ground reference £02 ApgEICE A

A 7HO] twists = noise (electro-magnetic
interference) and crosstalk & &o]=04 ©=-&0| =},




= Z£=09] twisted pair cables 0] 9QJt}:

. Shielded Twisted Pair (STP) Cable

. Unshielded Twisted Pair (UTP) Cable

STP cables & Z&0to 2 WOl twisted wire pair 2 F o] 9091, noise and crosstalk ©f
ol urgaic

UTP += 7 789 ZIE8E Zha Qlen, Zp7he E¥sh &=o] SHEA Qo computer
networks oA}, Cat-5, Cat-5e, and Cat-6 cables o] 71X Tro] AtL-E] 0, UTP cables & RJ45
connectors o] AZA% L,

N

Coaxial Cable

Coaxial cable 2 two wires of copper OJC}. F40o= core wire 7} Qlon, VA9 TA|=
TJo] At Core + AAE = sheath 2 A Aot & WA] wire = sheath 2 TIAA
AW, Eh 2 sheath 2 TRA] 4t Qlo}. o7 Bfs mefAl mEo2 Ho Qlo)

Coaxial Cable



olgigt f+&= QI5}0], coax cable & =& Fo40] A|AEZ AGY 4 QlojA], twisted pair
cable 9] I7l1dt}t @451t o]719] Om]E JLXx = noise and cross talk of Tfjst @45t
vtojohs A|stH, Coaxial cables & 114:9] bandwidth rates of up to 450 mbps ©]
7Pssiet

coax cables o= 3 £&7} 9tk RG-59 (Cable TV), RG-58 (Thin Ethernet), and RG-11
(Thick Ethernet). RG & Radio Government 9] £¢1 @o]c}.

Cables -2 BNC connector and BNC-T & A}835t0] HZE 0, BNC terminator = 4% Lo
ol otojols ujzrstid] ALgh,

Power Lines

Power Line communication (PLC)= g|o|g A|AES X43517] ¢Jste] AAS AMESH=
Layer-1 (Physical Layer) technology 2 A&ttt PLC ofA], modulated data = 0|22
HUYXItH o2 o 9= gAH+= 1 f|o|EHE de-modulates and interprets sttt

power lines©] 'd2] ARRE|QI7] W&o, PLC= 2& A7] 71718 &Alsty ZYEHT 4 ot
PLC = half-duplex & A8t}

2 %§9] PLC7} Sick:

. Narrow band PLC
. Broad band PLC

=

>Narrow band PLC = lower data rates up to 100s of kbps 2 A|%35}H, lower frequencies
(3-5000 kHz)o| 4| A-&3tth. & 7|2 olifes shikd 4 it

>Broadband PLC = higher data rates up to 100s of Mbps & AJ|-&5tH, higher frequencies
(250 MHz)o| A AF-&-¢tt}. o752 Narrowband PLC Tt& =ojje 4~ gith



Fiber Optics

Fiber Optic = the properties of light 2 Ar=sic}, light ray 7} critical angle of] H|& o,
J718 90 & ZAA|ZIT} o]gst dAlo] QoA AF]E 1 Qitt The core of fiber optic
cable & 19| glass or plastic 22 QhECh §F 2 FofA Hlo] YAtEH, Mg we}
ot th3ol t& & 2o Q& light detector oA light stream & ©A|gt thZof A7]
dlol8 2 WA

Fiber Optic & £14& A|&otH, & L2 o] QIt}: st single mode fiber 0|1, E
stub= multimode fiber. Single mode fiber = a single ray of light & 2¥tel= ¥tH o,

multimode & multiple beams of light & 123ttt

Fiber Optics

Fiber Optic E3st dutskut oFalsk 7|58 ZFy 9t} To connect and access fiber optic o]
A2ot7] YsliAl= special type of connectors 7} AFEE O, 0|23t 7= 2% Subscriber
Channel (SC), Straight Tip (ST), or MT-R]J 7} )t}



11. WIRELESS TRANSMISSION

Wireless transmission -2 a form of unguided media ©]|t}. Wireless communication & &=

7ho]Ate] 717] Atolo] AAE ojmdt 22]A B3I x o|2o]X|A] A=t T x| OEL
BEoe A0, AAF Qe ols) »hE 2 s

antenna 7} electrical circuit of a computer or wireless device of] 43 ©f, digital data =
A AlIZER vl ohgo] Rubg #e 2 A Uit JHiEo]l )l receptor 7t 0]
Al 2E-S §opa ORA] OXE HoE = AT

electromagnetic spectrum ©] &= 19F Y 20| wireless transmission o] AF2EC}.

Radio Micro Inf d Ultra %R Gamma
Waves Waves e violet s & Rays
10 10" 107 10° 107 10° 10 10
Visible Light

Electromagnetic Spectrum

Radio Transmission

Radio frequency = AJAtst7] #2d], 2719] Attt wavelength 7 ¥ 22 x5S #&5E
2 917] o]}, Radio waves 9] HQ]+= Imm oA 100,000km A Eo]¥, 3Hz (Extremely
Low Frequency) to 300 GHz (Extremely High Frequency) J=9] #uta ®HQS Zr=r}.
Radio frequencies = six bands & THA] LT

Al Zmta-Ql Radio waves & H& S 4 e WO, &2 RF & A4z 71 HojA
CHAl §lof vt A Fobae] o2 A7t sofutd S45H Eole

radio waves = ¢ W m= ZFy it}

t}. High frequency

VLF, LF, MF bands o} &2 X a5 X|AoA 1000 kilometers 7}A] AE=ct,



) (c

/ EARTH \

Radio wave - grounded

1] Radio waves & Wgolt | Aojgo] F4Es] Atk oS
A 2]=(ionosphere)g o]&3stct 1 4&1}; radio waves(HF and VHF bands 2F #
oz gitert o]ASo] AaEo] £ 19, Ao thA] whabEict

I ONOSUPHTETRE

EARTH

Radio wave - Ionosphere



Microwave Transmission

Electromagnetic waves above 100MHz o]AtQ] XA |ot= AlA o0 2 mA|= 74go| 9Jon,
oj7l9) A1de ofH EwWd Afoldg Fs| HuUA: Amb ol ojs) FaHch
Microwaves 7} Ao =2 Hme]7] oo, AIEel A & of LZAsH line-of-sight 2=
dZE]ofof qtct.

Microwaves @] Zo]j&= Imm A HE Imeter o], Fatop= 300MHz to 300GHz 7}A] o|t}.

i i

Personal Area Network

Ir

Microwave antennas + ¥2 TEs I FopsS 220 99 IHNAYE, o459
ot LS o] Wt Wl =2sty] 9Jsto A-E 4 9lct Microwaves = ywZutolo] Ao 29l

Microwave transmission 2 2A|Q} AR Fup4o| I A o &5ttt

Infrared Transmission

Infrared wave = 7FA|3ZA AH E A} microwaves Alolo] 9it}. o]719] wavelength =
700nm to lmm o], ZFio}t4 W= 300GHz to 430THz ©o]t}.
Infrared wave + ®u|Ayt 2uFZup Fo] FoAHZ EAIA ALEScH AMAQL

o B I B
Infrared 2 AFALH{A ARlehtt, w2 St He= Qlsto] H2 Fustyl

Rl Zstot

ol

o
X

Light Transmission

golg EAlo] AFEE+= Highest most electromagnetic spectrum -2 light or optical
signaling o], LASER 7} A}&=Ic}.



frequency light uses = 9Qlsto], o]|71& AAsSH AX|HS Zr=r} T2l8f sender and
receiver + line-of-sight of] 9lojo} Stt}. laser transmission 0] YyiIdo|o g ofx o=
the laser and the photo-detector 7} ¢Jojof $tt}. Laser beam & ¥utA o g Zo] Imm
oloz, = 7jo] receptors 7t 2ol 4xo] AatatA WA glolof HHe Arsa
=ik,

Photo Line of Sight
Detector / \

Laser

Light Transmission

Laser + Tx (transmitter)2 AF=3}1l photo-detectors = Rx (receiver)2 Ahzsict,

Lasers + walls, rain, and thick fog & @&3t 4~ Qit}t. F7F2 laser beam -2 ZIsiu}A o
9l= wind, atmosphere temperature, or variation in temperature ©of 295§ Q=E|7]| %=
st}

Laser = QFASt data transmission ©]X]@F, communication channel 2 ®55HA] 243 Imm

2oz oA PEE 2L e ofct

2 RT w

-



12. MULTIPLEXING

Multiplexing o]t shared link 2 %35t A= o2 opdz ¢t fx|€o] A
= Alof] A2]st= 7|¥olct. Multiplexing & 14J59] medium & A& 2 AEZo] 93]
A5 =& medium 22 Ut

Communication 2 physical media (cable), and light (optical fiber)2 AF&s5t] &7](radio
frequency)E &dll o]Fo]Xlt};. ©& UjAl= multiplexing ©] 755}

ShA . &A1 o £ = De-multiplexer 7} &2 DA 28E 2 Ho|HE

SESS *ﬂtiﬂ ol ojl2 w9 o, Multiplexer 2H= 71717t 22]8 A Lol Zizpof
Sk
wolA, T C1go] e 2AM 2 Bk

Frequency Division Multiplexing

the carrier 7t £t ©f, FDM & AF&stc}h. FDM ot opg 2 71 7|&o|th. FDM & =2]A
Az AmEolt AjolS Ui oh, shLte] AFBALS ZF Aol 2Rk 2 ALgARS
=& 07 channel frequency & AFEY 4 Qon, 770 E8XAo0Z HAILS 4 QT
s AEE AR FEEA] 4A WHoAIY. A2 &2 guard bands o] 2]sf] U=, Guard
band & either channel o 9Jsl} AFRE]X] = frequency ©|Ctt.

D | |

Channel-1 u M Channel-1
L U
T L

I f2 | ] T fz |

-2 5 : Ch -2

Channel- ; Jf1 l J £ l st l : annel-
X E
5 3 X

Channel-3 x : Channel-3

Frequency Division Multiplexing



Time Division Multiplexing

TDM & 7|24 02 gAE AlZgo] AEE XN, opdz 1 Al2do= AEd 4 qlot.
TDM 9flA &# A'E2 time slot 2t= YA 02 ARRAS Afolo| A Uzt}. ZF AREAH=
A Al&= time slot Yol AT Hio]g & XM&3F 4~ Q). Digital signals + time slot 2}t
&gt frames, & 579 time slot oA A& 4 Q= 242 F7]|9] ZYo 2 L+t

Arestch FZ B9] Multiplexer and De-multiplexer &= & &H51A|

=2
.= o SAl Ur% oA WA

ﬂrﬂxmf-v—ﬂf-cg

D
E
M
U
L
T
I
P
L
E
X
E
R

Time Division Multiplexing

channel A 7} 8t & Lo 9J= =0 M43 ufj, De-multiplexer = 2 & Lof 9=
Ago] ujgjo]2 A|F3tct channel A's time slot o] RFREA} OFA}, 0] &2 channel B 2
uhch 9Ii& oA, De-multiplexer & %7]A10 2 AF=35}0], channel B o] o]t]o] 2 &|5-sict
A2 of2 AdofA] 2 Signals = interleaved WAlo g2 1 EZ 2 ARSH)



Wavelength Division Multiplexing

Light & t}st wavelength (colors)S Ztil Qitt. fiber optic mode oA, TF9] optical
carrier signals 2 A2 O S AMEFC=EXN FPAHA7E multiplexed St o] 71
analog multiplexing technique ©o|{, @A o 2= FDM 1} T3t wrAlo g XIsig]X|qt,
LS AILEAEH ARSI

D
M E
U M
L U
T L
i T
P I
L P
E L
X E
= X
R E
R

Wavelength Division Multiplexing

it ZF wavelength time division ¥ W#5A] multiplexing 2 W2 f|ojE] A|1E2&
Agstes &8 4 9ck

Code Division Multiplexing

Multiple data signals -2 Code Division Multiplexing & AF&3tO 24, ©d Zotypz KNE=
4 9lth. FDM & &#upag Hof A2 Ad® UEX|9h, CDM 2 o] 8At= stojg full
bandwidth & AF&slA AAEA] 553 ZEES o]&5to] A|1ES AEST o Qs s,

CDM & Alw 7 E(orthogonal codes)& AEsto] A|1E-& Antstot,

b AE|o]Mdof= chip o]gt 2= Y Z&7 U= A|TE2 E-dA02 olgist Z &9}
a4 whole bandwidth WAl Zotchdct ZA|HE J70] ZAsof st chip code
signal of] tjjsto] ojg] gl Ut

N



13. SWITCHING

[m

Switching o]&t ZEOJN ZE=® mj7|X2 5 FAXZ BU= a7goltt. Hojg7} gF &
= o, 27312 ingress2t 221, Ho|§7} U4 O, egress 2f &0 4l A|ARIO=
AR} e &7F matE|o] 9t} H2 $£EC 2 switching & 5 7HY major
categories & U=r}h:

5

ofl A

. Connectionless:

The data is forwarded on behalf of forwarding tables. No previous handshaking is

required and acknowledgements are optional.

. Connection Oriented:

Before switching data to be forwarded to destination, there is a need to pre-establish
circuit along the path between both endpoints. Data is then forwarded on that circuit.
After the transfer is completed, circuits can be kept for future use or can be turned

down immediately.

Circuit Switching

F Lol AEEAACcR &2 FAIE O, circuit switching o]z} 220}, Ho]§{7} ofd 0]2]

Rsjal =Est Waeste, 1 o] ojmst HolHE s|&stx] Prh HolEE Aish:

circuit switching o], circuit & H|o]E] A&0] o] FOX| == AX|E]ojo} T},
Circuits = 94s £ AA|AA L5 9lT}. circuit switching & AM85t= o]Z252 thay}
2o 3 7x19] phase 2 FEsHA 2 Zlojck:

. Establish a circuit
. Transfer the data

. Disconnect the circuit



Circuit Switching

Circuit switching 2 voice applications €902 A9t Xst= 7 £ o9 circuit

switching ©o|t}. o] &A} HAsHS 5h7] Ao, caller and callee 7Fe] 7 =71 Yl ZA|9

x| = ofoF o

Message Switching

o] 7| circuit switching and packet switching 9] %7t ojt]jZof o= th. message

switching of|A], @& message ~ data unit 2 FIFEH, AAN7F AR E 1 AL}
message switching oAl &-&ste AYR]= A, AA| HAIX]S g, o3 AR JA5T
2 Q= Aol Z WiZEX] O71E buffer sto}. tige] HAIX]|E ¥H7]o AFEo] F25}A]
o}

o1

o, 2 ARl AE 29AE 7o



Store full Message Store full Message
& then forward & then forward

Sender \ /l Receiver

Intermediate Switching Devices

Message Switching

o] 7| circuit switching M AE Z& =71 @A F 719 dEE=Z Tlonz,
circuit switching o] tiA|7|H o2 ARt Message switching 2 packet switching <
ti4lgh Zoltt. Message switching 9] ©742 th2a Zth:

. Every switch in transit path needs enough storage to accommodate entire message.

. Because of store-and-forward technique and waits included until resources are

vailable, message switching is very slow.

. Message switching was not a solution for streaming media and real-time applications.

Packet Switching

message switching 2] ©@7d0] packet switching of] tigt ofojtjo] S WAIA|ZICEH AA|
HAIA]S mfj7]| =ty ¥ 2= "t} AF2 chunks 2 A7JXIt}. switching information 7} 2t
7] z0] scio] FotElo] Mo At

intermediate networking devices oAl X2 F7]9] T7|XE XASt= 7L HU} HEHH,
0] 7158 carrier path o]AJ4} internal memory of switches AU W AFLS =Q 2 S5HA]

15 .



Packet Switching

B35t packets 0] carrier o|A multiplex &+ Z1& &,

packet switching technique & AR&3tth Packet
switching = ©]&At’} data streams S £7do] @2} APEstste s 75l gt
242 Alecte A Tef AgE 2 "o

Packets = service 9] Z4&

Packet switching & T}590] o] Zof|A] Al
line efficiency & =9It}. internet &

0



14. DATA LINK LAYER INTRODUCTION

Data Link Layer + OSI Layered Model 9] & ®i&] layer o|t}. o] go]oj= 7}&F Ex&bst
5

=k
dols 59 stuolt, =49t 7Ied RS 7HAAL ok Data link layer = 58
StEdold] Y-S g3 i SAl thRl=A Bot A9l 2ojojo] 2225 HARSHL 9ot

Data link layer = ol® oujojx A4 A= = 7je] 5AE Afolo|x AEstc} o]2)3t
int to point or broadcast ¥ 4~ 9Itt. broadcast network AtQ] A]JAEIL
Q 9)t}. data link layer 7} dh= o] single collision

A
2
domain oA = AES OF W 4% 54sH Tres 4ol U

P
Lo

Data link layer = data stream 2 H|E ¥&2 A]7d=2 HIA|AHA 7|2 st=ojo] 1AL
i AQJo] ot A4Sk £oflA, Data link layer = stEgofolA H7]A] 128 FEj= &0
A+ HolHE &opd E}%Oﬂ, AAIE 2 Qe Zd Zyio=m wof, A9 dofofd
HAE.

Data link layer &= % 7}X]9] sub-layers & Zt=r}:

. Logical Link Control: It deals with protocols, flow-control, and error control.

. Media Access Control: It deals with actual control of media.

Functionality of Data-link Layer

Data link layer = 419 2Joo]S thAlste] B Qo safster), cheat Zk

>Framing:

Data-link layer takes packets from Network Layer and encapsulates them into Frames.
Then, it sends each frame bit-by-bit on the hardware. At receiver end, data link layer

picks up signals from hardware and assembles them into frames.



>Addressing:

Data-link layer provides layer-2 hardware addressing mechanism. Hardware address is
assumed to be unique on the link. It is encoded into hardware at the time of

manufacturing.

>Synchronization:

When data frames are sent on the link, both machines must be synchronized in order to

transfer to take place.

>Error Control:

Sometimes signals may have encountered problem in transition and the bits are
flipped. These errors are detected and attempted to recover actual data bits. It also

provides error reporting mechanism to the sender.

>Flow Control:

Stations on same link may have different speed or capacity. Data-link layer ensures
flow control that enables both machine to exchange data on same speed.

>Multi-Access:

When host on the shared link tries to transfer the data, it has a high probability of
collision. Data-link layer provides mechanism such as CSMA/CD to equip capability of

accessing a shared media among multiple Systems.



15. ERROR DETECTION AND CORRECTION

%

ALE= S HiojlHE Wrtmgls W2 YQlo] oy noise, cross-talk etc. g¢]
gojoj52 Uut™ol YEYI Fxof] gby AEstch A9 gojojE52  AJAEl TH
(@]

~
error-free transmission < 7|tjstc} &

=9 o]Z =2 oY o7t FaE o 7iggh
9tg AFsolA] ¢f=C}. voice and video oF T2 o]E 52 LS WA] AX[TE, ojdH ofj2{o

ishA= & AFsshr| = gt
Data-link layer + Zdf|(data bit streams)&0] J&stA AEEJ=AE &A5H] $15H4
error control mechanism & AR&-§tct. 12{L} o2 A olalistr] Hste], WA st

o2 $77F FAAX 0l tizte] of= Zlo] AriAolct.

Types of Errors

3 559 o2} ek

>Single bit error:

Sent Received
[1]of1]1]ofof1]1] -"hWHHWEHH

Single bit error

In a frame, there is only one bit, anywhere though, which is corrupt.

>Multiple bits error:

Sent - Received
11]oj1[1][0]0[1]1] [1[o[1|JoFq1]1]

Multiple bits error

Frame is received with more than one bits in corrupted state.



>Burst error:

Sent - Received
11]oj1[1][0]0[1]1] [1 FRCNON 0 [1]1]1]

Burst error

Frame contains more thanl consecutive bits corrupted.

Error control mechanism & 2 7}X|7} Qit}:

. Error detection

. Error correction

>Error Detection

AaE] oy do] o8]5& Parity Check and Cyclic Redundancy Check (CRC)S AH8-5}¢]

GAEY. & F%oll, 449 F7F BEE AA HolEet I BUiA BitiEoA Had
EﬂolEP} W A ZF2AE ettt 2AIMoA counter-check 7t E2]H, 1 H[ES2
Hojjst 1oz 7tx

>>Parity Check:

Ir

st 79 ojQ] HIEE x7] "] EQ} & EU A even parity 9] 7 %-0fl= even &, odd
parity 8] 420+ odd & Yt==% Sit

malolg gtes £k Al 1 &o] 9l 19 £A2 AAFSH} o2 S0l even parity £
AM88HTL, 19] 5AH7} even ol2hd, 091 Zke] &t 7] WEs} Z7bsich o WL 19] 2AHS

even 02 XSt §FU 19 A7t odd 2tH, 1 9] 9l B]ES F715H0] even & =L

Data Bits Even Parit
1|{o]o|1]|o|0]1] |- 1]ofof1]o]o]1]1]

Even Parity




1 9] =AP7} even ©]il even parity =
7|0} HAET) gl 10] £A7} odd o] 1
I

O L./\E-I_
odd parity & AFESHCHH, O m2f|l2 ofA] Q ALK orQrct,
Tt AdZ HETZE AS Fof flip MW, AW = 19 AE AR ozA IS AT
2 ok 22y, 1 7] o/4de] HIEZL ofg|etd, 1 2lAwrt o E ©AIsH7F 1A ot

>>Cyclic Redundancy Check (CRC):

CRC & A4y mdol &3t glol87t mItEof QU=A5 EXlsts & & Woltt. o]
J1dole A4 dlojE vlE9] ojald a2 mastct. divisor £ polynomials & AM&3}ol
AT Alj= B v]Eo] Ot division operation 2 £335to], UMR|S AAbstct
ARel BlES HUZ] Ao, A= AAj9] vE £o 2 YMHAE Fristtt. Actual data
bits plus the remainder & codeword 2t 20}, A= codewords A& G|o|E &S X &SI},

Sender Receiver
Divisor Divisor
11 111
101 11001 101 1100110
101 101
"""""""" Data Bits Data Bits+CRC
110 110
101 101
31 : % b |
101 101
10 101
CRC 108
000
No ERROR

CRC



Uit|Z 2o, 2JA|HE E= Z+S CRC divisor & 0]835}9 codewords ©of =3t divisiosn
operation & 385ttt ot remainder 7} ©% zeros 2tH, 1 o] = HALETH THEA]

oIk, of® dlojejst A4 ol ool Qo] WAIGH Zoz THEH,

>Error Correction

tX|= AJAtoll A, error correction o= £ 7}&] ¥ho] 9}

>>Backward Error Correction:
2|7t Aad dlolEoA] oj2lg ZAIsHE, AlcjolA] o] HUEE A
>>Forward Error Correction:

A7 A4 glolEoA of|2]S ZHX|5HH, error-correcting code £ AISYA|AA] Atz 02

Suete A3 ofE FRe el Aol 48 b

& Wxgjol Backward Error Correction 7} @510, 8k&o0] HIMK] 9= 74900 g§8A0oz
AFREIC) o2 S0, fiber optics o|th. 22U} A A&0] "kao]l 700 u]&o] AN &

Qltt. ©X19] 49|+ Forward Error Correction 9] A}8-o] v}2tAl sict.

data frame oA o2& $A45H7] f5te, YAH = L m P ofE
RakstA Lotop it ofe] WlEE A ¢lstol, o] AL T
YAH|ES AtEsttt. o & So], ASCIl words (7 bits data)g %
information 7} B3I} A5 7 7= ofH BIEZ} o2IA S el o7t it A2
dres 170 o]d9 HE

For m data bits, r redundant bits are used. r bits can provide 2r(2 9] A|3&) combinations
of information. In m+r bit codeword, there is possibility that the r bits themselves may
get corrupted. So the number of r bits used must inform about m+r bit locations plus

no-error information, i.e. m+r+1.

2" >=m+r+1

Required bits



16. DATA LINK CONTROL AND PROTOCOLS

Data-link layer + point-to-point flow and error control mechanism 2] AldHo]] zQlo]

et

Flow Control
data frame (Layer-2 data)o] A= U AEOA T2 s AEZ HUYAS 1,

sender and receiver = 7+2 &g 2 zFAAgfof st}

1
A_r“
Ul
of
ol
=
&
_|l>{ l’ol‘

sender &£ 2A¥7} Fasto] Held £ 9t 452 Ho|EE Rujop Sttt sender or
receiver 9] 257 tt2W ojdA =717 ANgrp yL wal "ua 2JAg o] 2pEsT

Zd2W(swamped), Hlojg &4do] BAH 4 QU

dlolel SAIE 93 & SR WAYZC] Ak

>Stop and Wait :

o] flow control mechanism < o] %1&0] o]F0]%] Th-5of B2 flo]E - o]
Aad A8 AAT gi7tA] Alg7 9HPA 7o =5 gt

Sender Receiver

No. S

NS

Time
3 3
(/] )]
~ o

Stop and Wait



>Sliding Window:
o] flow control mechanism oA, sender and receiver = T} the acknowledgement =
Bl oo glojg-Z o] ~7F UX|stojof gty oA Bl %0], stop and wait flow
control mechanism < A}YELS SH|SIE 2, o] protocol & 7t5sh sh Wo] 7|E AYES
ol gstain et

Error Control

data-frameo] A4E o, A4 o] tolelS YAY SAHM Bg 25 ok & A BE,
2 A8 FEtat lojEl- Ll wA| ki, Ao off &Ao] Ytk g 4A| 2t

ol 7429, sender and receiver % transit errors such as loss of data-frame ¥} Z+-&
AE dE "HAE 4+ Jed =50l He ZREZS Uhsiop gitt. J2{E2, sender
Z oA data-frame & TFA] HUZ L} receiver ZojjA] o]&Q] golg-mUZ A SoI==
7% 25 Ut

error control mechanism 9] @ Qx4 23 7}

. Error detection: The sender and receiver, either both or any, must ascertain that
there is some error in the transit.

. Positive ACK: When the receiver receives a correct frame, it should acknowledge it.

. Negative ACK: When the receiver receives a damaged frame or a duplicate frame, it
sends a NACK back to the sender and the sender must retransmit the correct frame.

. Retransmission: The sender maintains a clock and sets a timeout period. If an
acknowledgement of a data-frame previously transmitted does not arrive before the
timeout, the sender retransmits the frame, thinking that the frame or its

acknowledgement is lost in transit.



Automatic Repeat Requests (ARQ)Z o|l2]1& EA|E & = Data-link o|A o] & 4~ 9=

3748 E89] 71%o] Urk:
>Stop and wait ARQ:

Sender Receiver

/W‘

Time-Qut
';l
k
0

—
/
W‘
=
L]
= —]
=
—
\\_
Pl
W‘
=
L]
= —]
=
=

Stop and Wait ARQ

O 22 wigho] Stop-and-Wait ARQ of| A HASgHTY:

. The sender maintains a timeout counter.

. When a frame is sent, the sender starts the timeout counter.

. If acknowledgement of frame comes in time, the sender transmits the next frame in
queue.

. If acknowledgement does not come in time, the sender assumes that either the frame

or its acknowledgement is lost in transit. Sender retransmits the frame and starts the

timeout counter.

. If a negative acknowledgement is received, the sender retransmits the frame.



>Go-Back-N ARQ:

Stop and wait ARQ mechanism & AX}Y¥S zjAto 2 851K Esit}. acknowledgement 7}
MaE o, Mos dEA2HA off Zx 51K &=t} Go-Back-N ARQ method oA,

sender and receiver B % window 2 S-X|5t1 Q).
Sender Receiver
i F
SEERMCEATED %\
. F,
SetTimer for 1 :“a;-,.-_.@l
Q

Set Timer for 2

Close Timer for O Send 3
Close Timer for 1 Send 4

Time-out for 2

Send all frames
again

Go-back-n ARQ

sending-window size = A7} o]X9] Zlof thst acknowlegdement & ¥HA] il &
oHAdS ¥l 5 9Jr 2 st} receiving-window = ZJA|w{7} B0

| g
i
712 acknowledge & 4~ Q1A 3t} Receiver = A4 o] &4 WS

1°
o

sender 7| H&=fo] e Zs = B o, ofd A= F¥ZEX|ZE positive
acknowledgement QXS A| ISttt = 1ol FAAQl 7102 OIYE=TIH, sender =
t= MESY medds HWlth Td AG7F NACK & Fa3AY &

ACK 5 x| Zsittd, ojmsh S AQl ACK & ®HA]



>Selective Repeat ARQ:

Go-back-N ARQolIAl, 2lAlel7l =9 3715 9l8] of® wm Fe 241 Al gt
b3t mebd g4E gt 7 meee Hajsior et o)z Aol Agwa 24
BE XYL WESES e

Sender Receiver

Set Timer for 0

Set Timer for 1

Set Timer for 2
Close Timer for O Send 3
Close Timer for 1 Send 4

Time-out for 2

Send frame 2
again

Selective-Repeat ARQ Of|A], receiver & £HE FAsH= =0F ma]o] AL wmHSH
oholl WAIAY &4 g 92 giide = NACK & EWich ojd 420, A+ NACK
A48 H71ERS B,



17. NETWORK LAYER INTRODUCTION

Layer-3 in the OSI model 9] Lay-3 & Network layer 2} H22r} Network layer =
sub-networks, and internetworking & LPEJ St= S AEQ} network addressing ©of st
A R

Network layer += subnet ¢tHO 2 AAZHE =ZAXZ2 7|25 228 sh= AMAS 7HA|1L
ATt T 7R A2 & B4 X Z T2 addressing schemes or non-compatible
addressing types & 7FMd 4 Qlt}. protocols oF E£Zo], &= 719 O & AMEYIZ M=z
SR U= g2 T2EZOA FAT 4 Aot Network layer += A2 Ch& addressing
schemes and protocols S mapping 5t AARZYE ZAX|7MA] 7|2 S 2tEHS AMAS
7FAIAL QUL

Layer-3 Functionalities

Devices which work on Network Layer oA Arzsh= 7|7]5& £=2 2EH| A&
olth. Routing o= ©Y 2mE DAty 9F oot e e st YRt

AN
& 9t

02
ok Py
uf R

. Addressing devices and networks.

. Populating routing tables or static routes.

. Queuing incoming and outgoing data and then forwarding them according to quality of
service constraints set for those packets.

. Internetworking between two different subnets.

. Delivering packets to destination with best efforts.

. Provides connection oriented and connection less mechanism.

Network Layer Features

BF 7158 Heo, Layer 3 & ot S4AS AlsE & Aok



. Quality of service management

. Load balancing and link management

. Security

. Interrelation of different protocols and subnets with different schema.
. Different logical network design over the physical network design.

. L3 VPN and tunnels can be used to provide end to end dedicated connectivity.

Internet protocol 2 C9IEYIo|A end-to-end gBlo|AZ} EAISI= 718 w5+ Network
Layer protocol & AIZESIQICI. = ZER|oIA ol2jst WAL Wk 4 Ald Eob NS
ARG A2 FAA address space § CFRE IPv4 1e]i 0|2 ojAlste] ghEof

o7y wAIES FetAlZIHE F49| IPve 7t Z7loo



18. NETWORK ADDRESSING

Layer 3 network addressing 2 Network Layer 9] £Q ARES %9 stutoltt. Network
Addresses = @ =2Ao|tt. oAl ZolA, o] &2 @%‘6& configurations & W73 71531

AmEg o] o|EY ofejxolct,

A network address = 34t host / node / server o ZOIESHAY, AA| Yl QA £~
9)t}t. Network address + &4F network interface card oA configured stH, Y¥tAlo 2
the MAC address (hardware address or layer-2 address) of the machine for Layer-2
communication 2 Zt& A|AHE0]| 98 mapped =T},

e

Z£5H= ohFst network addresses = th2-uF 7t}

. IPX

. AppleTalk

o] M= Al EA= AREE = IPof tish dotHr|= ot

o
g TSN

Network Addressing

[P addressing 2 hosts and network & APH3IA|7]= HAHYS S A|53tth. IP addresses 7}
ASHAI oz AFE7] TFol, host & P4 SEst Yo AKET APLle] A4l olFE=



B A58 1l st= SAEE= packet/data & HUE= destination network address & <otof
61;]._

o& 99 Hosts = A2 YXIE =elst= 7Y Eo] Hastt. ol2igt 4F= DNS 7}
5t=0)], DNS &t mapped ® ¥4 SAEOQ] Layer-3 address o] 7719 domain name or
FQDN & A|25t= Ajvjo|tt. host 7} ¥4 S AEOQ] Layer-3 Address (I[P Address)S 42
], gateway 2 1719] R & 17|25 T YE It} Gateway o destination host 2 7| 2=
29 ESIER o Nt RE Hus 217 Qe 2HOE o}

2

Routers = T2y 742 A HE= 7ty Q)= routing tables 9] = && vh=r}:

. Address of destination network

. Method to reach the network

forwarding request & ®At0pAL 2B = 2AX] S Sl th22]  hop (adjacent router)®
7|25 E9lE gt

F2o] gt 1 g9 GeEE FAT UL
LU= )

ol
|o

toz, ZAspsdoz dole my|zxs} BAR o

Network address + t& % sholt:

. Unicast (destined to one host)
. Multicast (destined to group)
. Broadcast (destined to all)

. Anycast (destined to nearest one)

|

Router = 23 X7| 3f9 2 broadcast traffic & ZYE5HK] 4=} Multicast traffic 2
jE220]| %] 119] priority & 2% video stream or audio oA A& EYHst RxX|7} = Q sty

%]
Anycast = unicast @} H]|251X|gF, E40] ZAX|ES ALRSE ©f packets 7F 7MY 7S
&l

282 Agdchs 2ols} glck



19. NETWORK ROUTING

_,_,
rlr

Jm
ne
ot ok ok

5}

fol

device 7} ZAR|o] =Est= 240 £E22 VK| Q1S o, &AF ofE ZlEch A
E22 XMeEistth o]l A8l 1142 Routing ©|2} $tt}. Routing & routers 2} 2=
A 717100 28l o] FO{A| ALt software processes of 25l o] fojRltt. A EH O]
SHEls 71 MeE AleA ol

1o
rp

Router &= &4 ojd OZE 2} EQ} Zro] configure =T} default route = E¥HSH
SxAge ALES LAY 2 ¢ W, WIES ZYCY PHS LYF Ze

l‘°"

=
S0 SE7F EXATTY, 2B = ofge] FEof whef A7 g
. Hop Count
. Bandwidth
. Metric
. Prefix-length

. Delay

Routes = statically configured or dynamically learnt & 4~ Q/t}. Route &= tf & ZHTH

LMA 07 configure & 4 Qth

Unicast routing

OlEjUl} QlEtuloA tjEBo] Ezfj™do|t unicast data or unicast traffic o]z} =20,
E85t 24X 2 Hyl= Zojtt. QEUIOA unicast data E 2h®5h= Z& unicast
routing ©o]2} sttt o]z 7HA} 7hsh

2}9s oﬂEﬂowﬂ 1 ol BAAL oju] & oA
2}9” Ho|2g AAlstel ©hg hop 2 WI|ES

m
rror
i
Pa)

Q17 miolct. 122 a2k
ZYestH ot



Source Destination

Unicast routing

Broadcast routing

Z71%3k0l oJsl, broadcast packets & o]® HI9] 2tE| 2= 2t ELAY ZE EX] Q=
Routers = broadcast domains < U=t 224 o EWst 390 broadcast =

LA CSHE S configured & 4 QU

Broadcast routing & & 7}X] ®t¥(algorithm)© & o]FojXItt:

. A router creates a data packet and then sends it to each host one by one. In this case,
the router creates multiple copies of single data packet with different destination
addresses. All packets are sent as unicast but because they are sent to all, it simulates

as if router is broadcasting.

. This method consumes lots of bandwidth and router must destination address of each

node.

Secondly, when router receives a packet that is to be broadcasted, it simply floods those

packets out of all interfaces. All routers are configured in the same way.



¢}
ga —>€—> —>¢ — ’—) ag
Source H_} . ‘ Destination

Broadcast routing

. This method is easy on router’s CPU but may cause the problem of duplicate packets
received from peer routers.

. Reverse path forwarding is a technique, in which router knows in advance about its

predecessor from where it should receive broadcast. This technique is used to detect
and discard duplicates.

Multicast Routing

Multicast routing -2 broadcast 2] E¥H3st 73 20|H, broadcast 9] AHttst Xfoje} =X o|ct.
broadcast routing oA, packets = Ut x| A=ty TE wcto AL=EcC Ty
Multicast routing o]} L Go|8{&= ©X] 1 mjj7| =5 7] dst= L Eogt AGE o).



Destination

Destination

Multicast routing

Router = multicast packets (or stream)S ¥7] ¥st= &7} Qa1 ©A] T32oj|gk Hijjof
sttt= 718 <otof sttt Multicast routing 2 looping 2 m3s}7| ¢t spanning tree
protocol & AL

Multicast routing ¥3F duplicates and loops & EX|sto] 5§|7|5t= reverse path

Forwarding technique & Ap8-3tc}.

Anycast Routing

M des

Anycast packet forwarding 2 multiple hosts 7} =35t =2]& ojtg|AE 714
+ W7IE7F d42 U, routing

ske mi7hd&olnt. oljeh =28 oj=As =SR2 S}
topology ollX 7} 717ko] Qle SAER Wit



DNS Server

AnyCast
Destination

AnyCast
Destination

AnyCast
Destinaticon

Anycast routing

Anycast routing & DNS server 9] =22 8=t} Whenever an Anycast packet 7} d4=
mjolch, 94 B DNS 2 973tk DNS = 17i0] 2u7igjo] 9l 7P 772 P o] Ip

address 2 A|zstc}.

Unicast Routing Protocols

unicast packets & 2EE O AFRE 2 e & 7] SR 2498 Z2EFO| Qlo:

>Distance Vector Routing Protocol:

Distance Vector is simple routing protocol which takes routing decision on the number
of hops between source and destination. A route with less number of hops is considered
as the best route. Every router advertises its set best routes to other routers. Ultimately,
all routers build up their network topology based on the advertisements of their peer

routers, for example, Routing Information Protocol (RIP).



>Link State Routing Protocol:

Link State protocol is slightly complicated protocol than Distance Vector. It takes into
account the states of links of all the routers in a network. This technique helps routes
build a common graph of the entire network. All routers then calculate their best path
for routing purposes, for example, Open Shortest Path First (OSPF) and Intermediate

System to Intermediate System (ISIS).

Multicast Routing Protocols

Unicast routing protocols & 25 A}8-6}X|0F, Multicast routing protocols & trees =
APRstcE ChA] =S4, loops & m35}7] ¢St spanning tree £ AMESHCH %]Al0] Ez]-

shortest path spanning tree o|t}.

. DVMRP: Distance Vector Multicast Routing Protocol
. MOSPF: Multicast Open Shortest Path First
. CBT: Core Based Tree

. PIM: Protocol independent Multicast

A Qurdoz ALRE D, £ 7kA7E HEEck

g

Protocol Independent Multicast =

. PIM Dense Mode:

This mode uses source-based trees. It is used in dense environment such as LAN.

. PIM Sparse Mode:

This mode uses shared trees. It is used in sparse environment such as WAN.



Routing Algorithms

routing algorithms 2 21} 2t}

Flooding:

&2
o
o
o
B
l‘lo
N

bal
o

¢t packet forwarding W¥o|tt. 7| EVF J4E 0, 2B 2 B
g BUAlE, oo Fa® Ae AMelAth oAe Ho] Ui} we
—‘ﬂr%% 20, B2 55 7| EZo] HloA WshA "ot

Time to Live (TTL)= #j7]|x9] Bsr WL mstr] sto AtR= £~ k. Selective
Flooding 0|2} £2% % C}2 flooding WHo] 9l=0], 0]Z& Y] overhead &

g WHlol QU= ¥4y
o] WioA, et2H+= A== 718 AQjstiles & QAEIo]A0] flood out 5HA] %%Ur.

Shortest Path:

H19] Routing decision 2 A2 420 FAA] 7Ho] 8|2 A2 AT o] o Hop
AHZ gttt. Shortest path & %4359 hops & 7Hl &25 Z7A5H]

count = 59 =}
1258 AHEsHe 7|Holch,

oJato] chapet

e ek

28X Q] shortest path algorithms & t}-2y Zt}:

. Dijkstra's algorithm
. Bellman Ford algorithm

. Floyd Warshall algorithm



20. INTERNETWORKING

SiA Alglxlo =z AR o] Qi) A=
A = 4l 7t9] Routing &

internetworking o]2t

Networks < Protocol, topology, Layer-2 network and addressing scheme o} 22 T}efst
parameters of T2} Th 2102 o AZI.

internetworking oA, 2F9El= A2 Zid] chat AAL JHA T 9lck o] A5 S FHoR
2 diog 7l & 2o A& ALY internetworking routing protocol & Apgsto] & 4

9t

JEFITATNN

Routing

7130l 33X 71 oA AF8-3t= Routing protocols 2 Interior Gateway Protocols or
IGP. RIP 2} 5tH, OSPF &= IGP 9 gF do|t}. tf& 7|3 {19 Routing o|A= Exterior
Gateway Protocol & A8s & Qon, ©X] stgke] EGP 91 Border Gateway
Protocol o] &xjstc}.



Tunneling

Aoz dojd 9t £ Aje] Yo] Yk, ol5 Zio] MEAHE AL 374 W £

dlolElg AEstofof oI

Tunneling 0]+ by passing intermediate networking complexities & T{HAITIO 24, &=

ol FLgh o] A= FAlst= W7t oot Tunneling 2 4% €0 97 €.

Network Cloud

\

g" Tunneling: Virtual Direct Link

Tunneling

r&l'

dlolg7t g§dol oF #ozRE ZSolg o, J712 tagged ©tt. O] tagged data
ttgol the intermediate W=z 2eEEHAY  HE Wdf Zo] AEstes Yo %
dlol& 7t Hao] EAE o, 1 Bi2= A= Ho] duifoz AT o

M

5

St

¥z me ARMos A" XY oAXY, HJe WAl transit network =
AgE e s g}

Packet Fragmentation

CJE20] olful N|ZTHEL 1500 H}o]Eo]| AT AFAIS9] maximum transmission unit

—

(MTU)ES 7R MEJr. data packet & ojZof wie} mj7|E Zo|7} I7]|% st A% st}

Transit path o] QU= 71715 A}A159] hardware and software capabilities 2

ou, o] ASe tolEle Ay Y 4 Q- YlE] 718 AR,

7HR] 2



Tt packet with DF (do not fragment) bit set to 17} 2 Ij7|ES & 4 ¢l 2-9HI
=024, 2712 dropped €.

—

2tEof oJsl 4" 7| EZ} has its MF (more fragments) bit set to 1 & 72 o, 1
2} E]- 17]0] fragmented packet o]0} %£7] mj7]EQ] YXal 718 U4A =}

Y mi7]E7F | A7 fragmented HHH, overhead 7} sofdtt. T 1 mj7|EVF Y&
=

Al A7§XTHH, intermediate router = 1710 A28 4 9glov 2 dropped @ 4% 9Jrh

=



21. NETWORK LAYER PROTOCOLS

3o RE AREHES2 7Y At o= A 4 Qe P address € 7HA AL
Qlt}. IP address 2+ Layer-3 (Network Layer) logical address o|t}t. o] ojEg A= AZEV}

L
A7t-sd wiobet vbd S Qo AREE oF Bhdof shte] IP S, 223 g Edoll=

CJE P g 2ot

Address Resolution Protocol (ARP)

FAlshe 5O SAEL BUG BRoAAE mujololut Ho| 43 Qx SR PR
Layer-2 (MAC) address 7F = Qsttt. MAC address = E2]Aoz2 HAEEQ Network
]'

Interface Card (NIC)ol|A] AH]|(burnt) 5, 23 WA Y=t}
E oz, 34 Edde] IP address & =X gtk 2 NIC 7t ofE Aoz
H3ttH, 7 MAC address 9A] #H3tch o]2ist

o] Zo]x|7] wizoll, YA mapping ©] B a5}

olr
ruE =

(o] Bk
Jd

HtAl o0 2 Layer-2 communication O]



TR L. L.5% IP 2.2.2.2
MAC a:a:a:a:a:a MAC b:b:b:b:b:b:b

--------------------
--------------------

ARP Request

for 4. 4.4.4/

ARPRepIy\

d:d:d:d:d:d
IP 3.3.3.3 IP 4.4.4.4
MAC c:c:c:c:c:c MAC d:d:d:d:d:d

ARP Mechanism

broadcast domain °f Q= €24 SAEQ] MAC ot As &7] Yste, FAIS Al&st =
Z+#E+ "Who has this IP address?’2til EOWHA] ARP broadcast message %Witt.
1710l BREJ|AEO|7] WjEo, network segment (broadcast domain)o] QU= TE
& o] mj7]EZ2 wo} x|2]sttt. ARP packet o= destination host 9] IP ojEHAZS

oW, FAl B SAEL oJopy] A4 gty SAETJT APAIE HAO0R g ARP
H7|ES 4T o, A9 MAC ojeeAet o &Zot 3Eeitt

7} destination MAC address & A2H, Layer-2 link protocol & A}&-5}

Eot SAIE 4 Ut} This MAC to IP mapping & #3F o] MACs 2 &441 22
259 ARP cache of AAE0], thgof Trd FAlo] BsittH, AFgAor RIS ZHAH)
ARP cache & FFASH}



Reverse ARP &+ 3SAEJ}F 94 SAEO MAC address & <X|ut, EAIS Qs IP

ofce|as FrE @ 7sts HAYZol

Internet Control Message Protocol (ICMP)

ICMP = network diagnostic and error reporting protocol o]jtt. ICMP += IP protocol
suite Oﬂ 45}, carrier protocol & IP & AR83ITh After constructing ICMP packet O]
OrSolAl thgof, 77L& P packet &9 BsiXIct. [P A&7} a best-effort non-reliable
protocol 0]7] Tl [CMP ©3A] ops}x]ct

o] thEt ol feedback & At host o ChAl WUjAICE Yo ofm o2zt wgshw,
ICMP of 9Jsf X =it ICMP o= 4 Al 7}X]9 diagnostic and error reporting
messages 7} Zgtx]o] 9tk

ICMP-echo and ICMP-echo-reply = end-to-end hosts 9] T=20|Y(reachability)&
A 357 Yste] 7H) dubal o 2 AR &= [CMP messages ©|C}.

host 7} ICMP-echo request & A4 o, ICMP-echo-reply & EH-=2 YWt} transit
network o oJ® A7} QIt4®, the ICMP o] 1 FA|& E1g Zlojt}

Internet Protocol Version 4 (IPv4)

Ir

[Pv4
g

32-bit addressing scheme o], TCP/IP host addressing mechanism ©&
c}.

IP addressing © 2 TCP/IP network 8] & SAEZS QQl5tA AlHSE 4 Q)

i r

[Pv4 = 7|&7A hierarchical addressing scheme & A|ZstoZ 4Yl& xHYloz s
oo 7t7F2 well-defined number of hosts S 7FX|2 QIt}. IP addresses = T}OF

7He| a2 = Al

ok o

. Class A: It uses first octet for network addresses and last three octets for host
addressing.

. Class B: It uses first two octets for network addresses and last two for host addressing.



. Class C: It uses first three octets for network addresses and last one for host
addressing.

. Class D: It provides flat IP addressing scheme in contrast to hierarchical structure for
above three.

. Class E: It is used as experimental.

[Pvd ESF & AojE] oA AMo|AS 7HK|1L QJojA private addresses (not routable
on internet), and public addresses (provided by ISPs and are routable on internet)of A
Atg= 4 Qick. v]2 [P & AlZ5HK] BstHetr, 1712 ‘Best-Effort-Delivery’

mechanism & A|-Z3tc}.

Internet Protocol Version 6 (IPv6)

Exhaustion of IPv4 addresses ©] XtA|t] Protocol version 6 & EAHA]ZIC}H [Pv6 = 0|2

o5l BRE ojceAs HEsly] Ysto], 128-bit B2 wE= oA g}

[Pv6 of]A] Anycast addressing 2 A7l5t1 9 X]§F, broadcasting ] 7§@-& A #5199t IPv6
L J|7180] AAZ [Pv6 address S dojq AEYu EAS=E gt o]t
auto-configuration Dynamic Host Configuration Protocol (DHCP) servers 9] 9J&M-&

S5} AJ7Ink ofebA, U] ABUI9) DHCP server 7t teltets, SAE 7l2ls Az
A 2 9l

o =

[Pv6 9] M2& 7|15 [IPvb mobility o]t} Mobile IPv6-equipped machines = AAIS9] [P
oj=#A% ulE W glo] Eofrhdct

[Pv6 = OFAIZFX] transition phase o Jon, xRuiZt [Pv4d & ddstA iAad Zo=z
7= 2L 9tk ||, 244 dluto] [Pve 2 P& Qtt. [Pvb-enabled networks 80 &
o83 4 9l= oJH transition mechanisms & [Pv4 A= A M2 o2 4o &stal

Solrhd 4 ok olajst J5e theut ok

. Dual stack implementation
. Tunneling

. NAT-PT



22. TRANSPORT LAYER INTRODUCTION

OSI Model ©] t}& #ojo]= Transport Layer (Layer-4)& <174 ¥t 9lt}. All modules and
procedures pertaining to transportation of data or data stream of ¥gh & 25}
m2AHE o Folojoly WA At BE ThE olojAd, of 2ojojs Y¥FH BAEo)
== Transport layerj @t SAIgtC}

Transport layer = €924 SAEQ T T2 AS 7Ho| peer-to-peer and end-to-end

A+ olof(i.e. Application layer)2 g
diol&lE Fgt thZo 2ot AR 3719 Al

JHER AJ§u, ZF "polEo] W3S E ujr|i,
st == oY 2flo]o](Network Layer)2 &I}

c}

connection & A|&3tt}t. Transport layer

Functions

. 0] Layer = M| OWHEzZtY 5= Y} &2 SUEZ Application layer oA To= AH

HolgE 271 A ®A] oot o]l NOHE = BE HioJEo Meg 20l

UM EAlsH = e A T2ANAE AP 2F Al Transport Service Access Points

(TSAPs), T3t port numbers 2 &&xl 71& 7tz ofof st

End-to-End Communication

5t $AEQ] LM AL Port numbers 2 U2{Xl TSAPs o] Q5] Y2 ylo] =8 SAES
A

BTt TSAPs + Uie & Y=o slon, srt SAlstes Z2AAE ojg] o7



Application Layer

Application Layer

7} 97 DHCP server o EAI5I1A}
Sttt DNS client 7} €42 DNS server 2}

o2 So|, DHCP client
St

number 67 oA HAE
grAF port number 53 (UDP)o|A] 2]HAE

T 709 Z£Q3t Transport layer protocols & th-3ut Zth:

1. Transmission Control Protocol
It provides reliable communication between two hosts.

2. User Datagram Protocol
It provides unreliable communication between two hosts



23. TRANSMISSION CONTROL PROTOCOL

The transmission Control Protocol (TCP) Internet Protocols suite oA 71 £Q
T2 EZE 59 stHolt). internet A™, A4l YojA Holg HA&EE&o=z 7} EY AR
oz g3 o|ct,

e ook

Features

TCP + A8 4 9l protocol olth. &, Z]A|H &= &4 Hlolg] mj7|Eo] tjsto] Ao
positive or negative acknowledgement = ¥ 27 go=x Ages &4 dolH
7| E7F SAR o] =E3i=A] = TFA] HUjof 5}§x]oﬂ gk 29 GAS dA "o

=

Jl rlr
g

TCP & 23 oo} & 2o 2M2 Ysts BAR|0] LAREAS ol

rok
&

.TCP & connection oriented ©o|t}. TCP &= F 719 97 xQIEEo0] AlX|o] H|o]E|7}
HUR|7] Aol A0l 2xld S a4t

.TCP = error-checking and recovery mechanism < A|-53stct.
.TCP = end-to-end communication < A|-Z3tct.

.TCP = flow control and quality of service & A|-&3tc}.

.TCP &= Client/Server point-to-point mode A &I =},

.TCP = full duplex server 2 A3ttt &, I71& receiver and sender &% © Lo st

fu
S 1 )

Header

The length of TCP header @] Zo]&= Z]4 20 bytes 9|4 Z|Tf 60 bytes ©o|c}.



TCP Header

. Source Port (16-bits): Al Tjulo] A0 Q)= o= m 2 AA]9] source port & Al¥sic}
. Destination Port (16-bits): 2]A|#| TjHlo]A0]| 9= o= 1 2 N|A]9] destination port &
Hsich
. Sequence Number (32-bits): session o] = A|ZTHEQ] H|o|g] vfo]Eo] HXl sequence
number.
. Acknowledgement Number (32-bits): ACK flag 7} A& < ©f, o] H3 o= oiatk]= Go]E]
Hlo]|EO] }-& $HS Zahsly Qi A5t o]A fgo]E 9 acknowledgement 2 &=t}
. Data Offset (4-bits): 0] @ E = the size of TCP header (32-bit words)2}t A A TCP
segment oA} @ T{7]E] Ql= HIoJE 9] offset & tHE ©u|gicth.
. Reserved (3-bits): 0]gj&0 2 dofy]o] QJon %7|7k2 002 A Ego] 9t
. Flags (1-bit each):
> NS: Nonce Sum bit is used by Explicit Congestion Notification signaling process.
> CWR: When a host receives packet with ECE bit set, it sets Congestion Windows
Reduced to acknowledge that ECE received.
> ECE: It has two meanings:
. If SYN bit is clear to 0, then ECE means that the IP packet has its CE
(congestion experience) bit set.

. If SYN bit is set to 1, ECE means that the device is ECT capable.



> URG: It indicates that Urgent Pointer field has significant data and should
be processed.
> ACK: It indicates that Acknowledgement field has significance. If ACK is
cleared to 0, it indicates that packet does not contain any
acknowledgement.
> PSH: When set, it is a request to the receiving station to PUSH data as
soon as it comes to the receiving application without buffering it.
> RST: Reset flag has the following features:
. It is used to refuse an incoming connection.
. It is used to reject a segment.
. It is used to restart a connection.
> SYN: This flag is used to set up a connection between hosts.
> FIN: This flag is used to release a connection and no more data is exchanged
thereafter. Because packets with SYN and FIN flags have sequence numbers,

they are processed in correct order.

. Windows Size: 0] &= uysed for flow control between two stations 79| flow
control @02 ALZE|D], 2AM7} 1M EZO R Sst vim(bytes)o] 27]S LiERC)

=, 2jAlu7} Qop 2e doleg s|ojst QErtE Uepdc

. Checksum: ©] HEo|= the checksum of Header, Data, and Pseudo Headers 7}
Z3te]o] 9l
. Urgent Pointer: o] ZEoA= ot URG flag”7t 1 2 AN EX|o] QTfH, 7133t data byte &

HOIE St}

rol
)
zfo
2
i<}
|
rr

. Options: ©| 71 7 slciol A Aujstal 2ot 271 g4 AdshA
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% 32-bit words = HARHT ThAd o] WEY} 32-bit 0]Rre] Ho]E&
boundary o] £23}7] $l5te] Umx] | ES AW 3l7] ¢J5t0] padding & AM&
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Addressing
= 974 SAE 7F9] TCP communication 2 port numbers (TSAPs)o]| ¢]5fj o]FojXxIct.

o A€} 65535 71K] o]t], thea} 7to] Uk

Ports numbers = 0 9

. System Ports (0 of|A] 1023)
. User Ports (1024 o] 49151)
. Private/Dynamic Ports (49152 of|4] 65535)

Connection Management
TCP communication 2 Server/Client model oJA] o]FojXlt}. Client 7} connection
A e 2718 ™AsAHY A &St connection management S ¢]8] three-way handshaking 9]

= AlAtstaL,

AHgEIC).
Initiator Responder

SYN

YN + ACK

ACK

TCP Handshake



Establishment

Client 7} connection < A]AFsti segment S Sequence number o ZFo] HWThH Server =
acknowledges it back with its own Sequence number and ACK of client’s segment which is one
more than client’'s Sequence number. A|I1HEQS] ACK & A5t 0389, Client = Server's

response 9] acknowledgement & Y WrC}.

Release

server U client 4 1 2 A|E% FIN flag 2F 4 TCP NI1WHEES Y4 2 9lt}t the
receiving end 9|4 FIN & ACKnowledging o 24 E¥r23h mfj, that direction of TCP

communication 0| closed &1l connection € released =T},

Bandwidth Management

TCP = Bandwidth management ] Q@ L& £85}17] 2]5to] window size 9] 7 @& o] &3ttt
Window size = tells the ¥ZAX]9] Q= sender oA o]Z% Eo U= 2AIH7} & the
number of data byte segments & %2 &0t TCP = window size 1 & AFE3tO 2K slow
start phase & Apg8stH, ZF EAlo] HAZA oz o]fo]Al t}29 the window size 7}
AaRoz Skt

o2 So], Zelo]AEL windows size 2 S A}23slo] 2 bytes of data & HWC} o]
NIHE ofigt Qo] Aad off d=@Apo]Re= 4 o Fo| & Zojn, 7 oo Byl
NIHE= Zo]7} 4 data bytes 7} = Zlo]t}. 4-byte data segment 9] Q17Jo] 4= T,

=d}o| A E = windows size & 8 59| A|E A]ZIT}.

otd Q1Fgo] O™, & H|o]E7} transit network oA FAIEAHY NACK & O™, the

il ]
Ylo 2 Zoj51 slow start phase 7} ThA] AJRHH L

BA
window size =

Error Control and Flow Control

TCP += port numbers S A}gsto] ojmst o]E L2 AN|ATE Glojg ANIHEES @7]&=
”Rsleoh}ﬂﬂﬁ<W%%€%%0%ﬂ*f%ﬁiééﬂxﬁl =718t A
o}

dolg AIHEs sHat &7 S241d
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Multiplexing

gt AlidollA & 7 o]de] Hlole AEHE AYst:= 7S Multiplexing o2t &t} TCP

client 7} MH} AAZ AR o, 272 &4 & AYH port number & 7ilsh=4], o]

HS = application process & 9Jojsitct. client AAR= private port number

pools oA 28 FAI] = AYAHE port number 5 AR&-SHC

TCP Multiplexing & A-85t9, Zelo]E L 4 oo oZat BAIE 4 9tk
& 50l SHo|UEE EJrot Z72 GlolE{(HTTP, SMTP, FTP etc.)& Z &3kl Q)
web page S Q7% otH, TCP session timeout ©] £7}stal 1 AL Ht @2z
A=, QM%}@ three—way handshake overhead £ m5}3 3}7] wjZo]|c}.

i

oS ZEfo|dE AAHOR stolF UY sMYo] AR Baol AL WAL
ol2ft 7H AAE 1 timeouto] YR Aoty Auo] Ex] ok,

Congestion Control

TCP = Window mechanism & AF&sto] AA|= %Xﬂ?jt}, TCP - ‘?_}Eﬂéoﬂﬂl O‘:.jEI]—L,} %}%
glolg MIHEYF BUR=X]o] 5] Wstl== window size & AAs1 Qch TCP= AAS
ZAst7] Yst 3 71X 4] &5E AtEst7|w Stt):

. Additive increase, Multiplicative Decrease
. Slow Start

. Timeout React



£0] timers & At

=

Timer Management
Ysl7] glstol chapst 3

TCP = o3 7HA] 475

>Keep-alive timer:
. This timer is used to check the integrity and validity of a connection.

. When keep-alive time expires, the host sends a probe to check if the connection still

exists.

>Retransmission timer:

. This timer maintains stateful session of data sent.
. If the acknowledgement of sent data does not receive within the Retransmission time

the data segment is sent again.

>Persist timer:
TCP session can be paused by either host by sending Window Size 0.
To resume the session a host needs to send Window Size with some larger value.

If this segment never reaches the other end, both ends may wait for each other for

infinite time.
When the Persist timer expires, the host resends its window size to let the other end

know.
Persist Timer helps avoid deadlocks in communication.

>Timed-Wait:
. After releasing a connection, either of the hosts waits for a Timed-Wait time to

terminate



the connection completely.
. This is in order to make sure that the other end has received the acknowledgement of
its

connection termination request.

. Timed-out can be a maximum of 240 seconds (4 minutes).

Crash Recovery

Ae ZREF o|tf. o] AN1HE=R HUAl ZH7ro] vjo]Eq]
feedback mechanism < A|-&535tct. ThA] T4, SAET} 7| ES

m, 370] oixlel AIWEs ohjetw, ohe wol my|Est Aa™ Asks

rlo N
b

TCP Server 7} &4l £7tof|l crashes sto] 1 up7go] thA] Al mff, 72 BE SAEQ
= |

TPDU broadcast ab gjo]H

J



24. USER DATAGRAM PROTOCOL

User Datagram Protocol (UDP) = 7Pt ZtAsh Transport Layer communication
protocol o], TCP/IP protocol suite ©of &3ttt o]7los= %]4AZFO] communication
mechanism ©] & o] 9lty. UDP = Y& 4 fle =& TREZol2tal TotA|T, 24
AE AFstes HAHYES Alsste P services & ©]-&3tt.

UDP oA, gJAd = Fad mi7]EQ QIS AJASHA] ofor, ¥it2 At B4l 7] EQ
ofrigt AME lctelAl eheth oleldt Wilo] o mzEES AlwshA R WA,
meAgye wot AR

Requirement of UDP

gh 7HR] o]Zo] ARt 9 tlojEE A&st=t AT & glv TR EFo] BAsE? S+
acknowledgement packets 7} AIZ§A golgof L¥tE]= Alddst 9FO] bandwidth =
S#oe UDP & ARERITh o £ S0, video streaming 4%of, & & 7i9 mH7|E7}
o[&AAl mHYE Ho e I7|EE AFStE A2 FAVE Jdew Adist Y
bandwidth wastage & Z3tsH7] Hth. IP 22 EZ9] 3449 A HAYES 18 W7|EE
AGst=t &4 olets 7ol BAEIIAIT v = vt AEHO] ofH mfj7|EV} S4E|Het:
O ZHo] AjdAel e opu g, A FAIZE 4 ot Loss of few packets in video and

voice traffic oA} oF7to] 7| E &AL wjofjz FA|EICH

Features

. UDP is used when acknowledgement of data does not hold any significance.
. UDP is good protocol for data flowing in one direction.

. UDP is simple and suitable for query based communications.

. UDP is not connection oriented.

. UDP does not provide congestion control mechanism.

. UDP does not guarantee ordered delivery of data.



. UDP is stateless.

. UDP is suitable protocol for streaming applications such as VoIP, multimedia

streaming.

UDP Header

UDP header = 7]|%0] 7tdstch:

UDP Header

UDP header = 4 7tA]9] % Q3t parameters 7} Qlt}:

1. Source Port: This 16 bits information is used to identify the source port of the packet.

2. Destination Port: This 16 bits information is used identify application level service on
destination machine.

3. Length: Length field specifies the entire length of UDP packet (including header). It is
16-bits field and minimum value is 8-byte, i.e. the size of UDP header itself.

4. Checksum: This field stores the checksum value generated by the sender before
sending. [Pv4 has this field as optional so when checksum field does not contain any

value, it is made O and all its bits are set to zero.

UDP application

UDP & dlol& A& Abgste & 71419 of&o] At

. Domain Name Services



. Simple Network Management Protocol
. Trivial File Transfer Protocol
. Routing Information Protocol

. Kerberos



25. APPLICATION LAYER INTRODUCTION

Application layer = OSI and TCP/IP layered model ] @l Zt{7]of] Qitt. o] gfojoj=
glojo] wHElo] EXfst=d], 239 527 "oty ©A] WoHA, o] &Atet o] &AL of
o] Hargs s EXstt. o] Zojoj= B4l AJAHI] Aostal e oEFS ¥
1o},
user = O3 AQ GeAEY £= 1 F ¥ 2% 9t Application layer = AAH
Aol AlAEAL o] RojA]= Xojth. o] dojojrt W EHoiv]o] Q7] wizoll, oH oE
dlojojo] =5& FA| X3ttt Application layer & 974 SAEQ| Ho]HE A&sHAY
SAI5H7] $J5to]  Transport & 1719] o 9l W& gojojg B =22 Bh=r}.

ro aH oQ

oy R

fru

application layer protocol o] ¥dZAof Q= =7 application layer protocol ¥} EAI5} 1A} &
o, Transport layer o] glo]EU} ABE Qxstct transport layer = 171 @oj] 9= 3 &

Aol Al g2 et

Application Layer

: Application Data
Presentation Layer and Information

Network Layer
Data Link Layer
Physical Layer

Application Layer



Application Layer and its protocol & ©Jsfst= O+ Z3s3ho] Qltt. o] =50
SAA AR AJSAREs= o290 HEE AlYstilys BE O]8A oEE Apphcatlon
Layer ©of Ztth =X] o=t} oS S0, designing software or text-editor = application

layer programs © 2 7t3= 4~ Qict

F stHo gz Uit A5 AFR5H7] Q5to] AXfAI OS2 Hyper Text Transfer Protocol (HTTP)S
Lot= 9 Ut A S AES o, HTTP &= Application Layer protocol o]t}

E t}2 of& File Transfer Protocol Q1 o]712 YO g text based or binary files <
Soted £33 &0} 0|84k FileZilla or CuteFTP o 22 GUI Q&4 A ZLEYojofA

o] T2 EFS AMRS 4 9lon], e o] &A} Command Line mode oA FTP & A&

F= QL.

Jeje g 987} Algst: AmEY ool TGOl oA 1 7 AmEYoloy ALgH

Application Layer ofjA] 12j3dt m2 € Zo|c}. DNS = mZ E=Zo|n, 0|71 S HTTP 9 #<

o]&A} ofF mREZo| A9 dg SR = ZRESO|TH



26. CLIENT-SERVER MODEL

5 7HR9) 97 olF ZRAME A2 270 A2 O Raoz AT & ok

. Peer-to-peer:

Both remote processes are executing at same level and they exchange data using some

shared resource.

. Client-Server:

One remote process acts as a Client and requests some resource from another

application process acting as Server.

client-server model oA, o]J®@ T2 A|A= Server or Client A& 383ttt o]71-& 7|49
S5, 714191 37], = IS AYE ttes ARE o7 otttk o] JIAIE AMuE

el 84S AYshs S2olo).

Requests
35U00SaY

http://localhost/data_communication_computer_network/images/client_server.jpg



AMAENS FAl0] Server and Client 2 &Sttty &, St L2ANAE AHZ, UYWA=

SepolQlER FETH o0 FUT J|Ao] 2efoldESt Au] ZRAIAT} reside 2 o

S| i,

Communication

client-server model |- &= 7}X|Q] m2A|AS0] Thsh vhrlo g2 APS AFQ5E 4 9lrh:

. Sockets

. Remote Procedure Calls (RPC)

>Sockets
toaeAar & A & Feloldled os) Al
E2 AM&5H] socket & 9 Thgo], ofE Zajoldl EJ} & x| J)orict
AEZ 7|4e]= gl

JEZ F5she & WA Z2AA oA
2to]AEVL ‘requests first S T2 A A g},

i rrar

Client Program

Transport Layer Transport Layer

Network Layer Network Layer

Data Link Layer

Data Link Layer

Physical Layer

Physical Layer

http://localhost/data_communication_computer_network/images/sockets.jpg



request 7} AHo] =G o, 771& served H T, information sharing °]7{U4 resource

request & 4 Qlt}.

>Remote Procedure Call
o]712 ¢t W74 E0] procedure calls of ofsf T Z2A| A} FeAEots tI7H S0l
One process (client)= 924 SAEOQ] Q= procedure & H&0t. 944 =

Aujet gich ¢ & ZRAASS stubs & FUHCH o] £

ojuiy:

. The client process 7} client stub & 220} 77]of Qle= P& mg iy} Wiy
ntetolel 2 Fggtct

. J2]H 2 E parameters 7} packed(marshalled) ¥ 1 A]AEl Zo] 4lo] HijZ o2
J7g HY=5E ot

. Kernel o] Wl ZAA[9] the data & BUjiL, ¥refiZofd =t

. ¥7A S AEZ} unmarshalled  server stub o] gjo]g& mjASHC}

. The parameters 7} procedure of] I AE] 1 the procedure 7} $~8i= T},

. The result 7} &4 Yyjoz ZEpo|AEoA TA] EUiRlt



27. APPLICATION PROTOCOLS

Application Layer ofjA] o]&At89l of2] 7] m2&EZo| Qlon, Application layer

protocols & FA = 79 Hx =2 Us £ Qth

. Protocols which are used by users. For example, eMail.

. Protocols which help and support protocols used by users. For example, DNS.

@ 7}X] Application layer protocols & th2a} 2t}

Domain Name System

The Domain Name System (DNS)= Client Server model oA &&stch o]71& UDP
protocol for transport layer communication < AF3stth DNS += hierarchical domain
based naming scheme & A3ttt The DNS server = ZtAL [P A& A2 mapped %

Fully Qualified Domain Names (FQDN) and email addresses 2 2 =It}.

2@AEstn, 170] mapped © IP ol =2 Aet | ChA
S ALgRHTH

|

A DNS server = FQ
235ttt DNS = UDP port

ﬂJlo

[Sx

3

Simple Mail Transfer Protocol

The Simple Mail Transfer Protocol (SMTP)& A2 XA} S AEst=0| A{= ). This
task is done by means of email client software (User Agents) the user is using. User
Agents help the user to type and format the email and store it until internet is available.
When an email is submitted to send, the sending process is handled by Message

Transfer Agent which is normally comes inbuilt in email client software.

Message Transfer Agent uses SMTP to forward the email to another Message Transfer
Agent (Server side). While SMTP is used by end user to only send the emails, the
Servers normally use SMTP to send as well as receive emails. SMTP uses TCP port
number 25 and 587.



Client software = o|H|dLS 87| 2]5}o] Internet Message Access Protocol (IMAP) or POP
protocols & A8t}

File Transfer Protocol

The File Transfer Protocol (FTP) & Yoz nlads ANiast=d 71 da] AlsEH=
2 &3o|t}t. FTP uses TCP/IP for communication and it works on TCP port 21. FTP
works on Client/Server Model where a client requests file from Server and server sends

requested resource back to the client.

FTP uses out-of-band controlling i.e. FTP uses TCP port 20 for exchanging controlling

information and the actual data is sent over TCP port 21.

The client requests the server for a file. When the server receives a request for a file, it
opens a TCP connection for the client and transfers the file. After the transfer is
complete, the server closes the connection. For a second file, client requests again and

the server reopens a new TCP connection.

Post Office Protocol (POP)

The Post Office Protocol version 3 (POP3)2 0¥ AHZEH

2 Hds ZMsH7] ¢sto] User
Agents (client email software)of| Qo] AF&%= 7tHst jd A o2

EZo|c},

When a client needs to retrieve mails from server, it opens a connection with the server
on TCP port 110. User can then access his mails and download them to the local
computer. POP3 works in two modes. The most common mode, the delete mode, is to
delete the emails from remote server after they are downloaded to local machines. The
second mode, the keep mode, does not delete the email from mail server and gives the

user an option to access mails later on mail server.

Hyper Text Transfer Protocol (HTTP)

The Hyper Text Transfer Protocol (HTTP) is the foundation of World Wide Web.

Hypertext is well organized documentation system which uses hyperlinks to link the



pages in the text documents. HTTP works on client server model. When a user wants to
access any HTTP page on the internet, the client machine at user end initiates a TCP
connection to server on port 80. When the server accepts the client request, the client

is authorized to access web pages.

To access the web pages, a client normally uses web browsers, who are responsible for
initiating, maintaining, and closing TCP connections. HTTP is a stateless protocol,

which means the Server maintains no information about earlier requests by clients.



28. NETWORK SERVICES

Computer systems and computerized systems 2 QI7FS T QA

=
2% 4 Qe e FPAES Ak ol2d v171S0] UL FYtes A2 929 o,
Fe 2 Ut ZU1ch 2 QoA AT 4 i bR 71RAQl AuAs g Pk

or o
Mo mok

Directory Services

These services are mapping between name and its value, which can be variable value or
fixed. This software system helps to store the information, organize it, and provides

various means of accessing it.

>Accounting

In an organization, a number of users have their user names and passwords mapped to
them. Directory Services provide means of storing this information in cryptic form and

make available when requested.

>Authentication and Authorization

User credentials are checked to authenticate a user at the time of login and/or
periodically. User accounts can be set into hierarchical structure and their access to

resources can be controlled using authorization schemes.

>Domain Name Services

DNS is widely used and one of the essential services on which internet works. This
system maps IP addresses to domain names, which are easier to remember and recall
than IP addresses. Because network operates with the help of IP addresses and humans
tend to remember website names, the DNS provides website's I[P address which is

mapped to its name from the back-end on the request of a website name from the user.



File Services

File services include sharing and transferring files over the network.

>File Sharing

One of the reason which gave birth to networking was file sharing. File sharing enables
its users to share their data with other users. User can upload the file to a specific
server, which is accessible by all intended users. As an alternative, user can make its

file shared on its own computer and provides access to intended users.

>File Transfer

This is an activity to copy or move file from one computer to another computer or to
multiple computers, with help of underlying network. Network enables its user to locate

other users in the network and transfers files.

Communication Services

>Email

Electronic mail is a communication method and something a computer user cannot
work without. This is the basis of today’s internet features. Email system has one or
more email servers. All its users are provided with unique IDs. When a user sends email

to other user, it is actually transferred between users with help of email server.

>Social Networking

Recent technologies have made technical life social. The computer savvy peoples, can
find other known peoples or friends, can connect with them, and can share thoughts,

pictures, and videos.



>Internet Chat

Internet chat provides instant text transfer services between two hosts. Two or more
people can communicate with each other using text based Internet Relay Chat services.

These days, voice chat and video chat are very common.

>Discussion Boards

Discussion boards provide a mechanism to connect multiple peoples with same
interests. It enables the users to put queries, questions, suggestions etc. which can be

seen by all other users. Other may respond as well.

>Remote Access

This service enables user to access the data residing on the remote computer. This
feature is known as Remote desktop. This can be done via some remote device, e.g.

mobile phone or home computer.

Application Services

These are nothing but providing network based services to the users such as web

services, database managing, and resource sharing.

>Resource Sharing

To use resources efficiently and economically, network provides a mean to share them.

This may include Servers, Printers, and Storage Media etc.

>Databases

This application service is one of the most important services. It stores data and
information, processes it, and enables the users to retrieve it efficiently by using

queries. Databases help organizations to make decisions based on statistics.



>Web Services

World Wide Web has become the synonym for internet. It is used to connect to the

internet, and access files and information services provided by the internet servers.



